Prizm Content Connect 8.2 for SharePoint 2013 1

P\

accusoft

PCC 8.2 for SharePoint
2013 Manual

©2014. Accusoft Corporation. All Rights Reserved.



Prizm Content Connect 8.2 for SharePoint 2013

Table of Contents
1.0 Prizm Content Connect (PCC) fOr SNAar@POINt 2013 ...ttt eeseesesesseseseseseesesnaees 6
1.1 Attributions, NOtICES &L COPYIIGNTS ...ttt 6
1.2 SOftware LICENSE AQIEEMENT ......o.evveveeeerrieeeieeie sttt ssss s s st ss s ssss s st sssssssnsaes 11
2 INTFOAUCTION oottt et bbb bbb 26
2.1 About PCC for SharePoint 2003.........c. ettt ss et sssse s ss bbb s 26
2.1.1 FEATUIE OVEIVIEW.....couiuiercireieieeietise sttt bbb 27
SEOOUNE ..ottt ettt 27
SATCHN bbb 27
ANNOLAtE AN REAACT ...ttt 27
2.2 What's New in PCC fOr SRAar€POINT ..ot cisesisessse e ssssessse s ssessssessnee 27
2.2.1 PCC fOr SNAr@POINT V8.2 ...ttt bbb 27
2.3 SUPPOITEA VEISIONS ... isseisess st ssssssses st ssss s ss st s ss s ss st ssss s st s sssssssssnses 28
2.4 Contacting ACCUSOTE SUPPOIT ...ttt bbb 28
2.5 Accusoft Corporation COPYNGNLS ...t st sssssssssssssssssssssssssses 28
3 Features, COMpPoNeNts & ArCITECIUIE ..ot ssss s ssssesans 32
3.1 FATUIE OVEIVIEW ...ttt bbb 32
3.2 Product Archit@Cture OVEIVIEW ..........ccuecumeiieeiecieeiisecieeisse e s sssesson 33
3.3 DOCUMENT VIEWING OVEIVIEW ..ot eiseisseisesse e ssses s s s ss e sasssesen 34
3.3.1 Integrating DOCUMENT VIEWING ....c.evuriueinrieiieeireeieieeie e sssessese s sssesssssse s s sssesens 34
3.3.2 WD TH@I ettt 36
3.3.3 TEMPCACKE ...ttt 37
3.3.4 Prizm Content CONNECE SEIVICES ...ttt sse e sse e sens 37
3.3.5 ArChit@CtUIre DIagram.... .ottt sss s ss s ssssssss s sttt sssssssssessnsens 37
3.4 Digital Rights Management OVEIVIEW...........c.werunerineeinerieeissesiesssesssesssesssessssesssessssessssssnesssesses 38
3.4.1 THE REAITECEON «.coveeeeie ettt bbb e 38
3.5 CONFIGUIALION OVEIVIEW ...ttt s 40

©2014. Accusoft Corporation. All Rights Reserved.



Prizm Content Connect 8.2 for SharePoint 2013

What are the Configurable PErMISSIONS? ...t sssssssssssssssssssssnses 40
Digital Rights Management PEIrMISSIONS ... sssssssesss st ssssssssssesssssens 40
ANNOTATION PEIMISSIONS. ....ouiieiiiiiecieiireiistie ettt bbbt 41
How are Permissions CONFIGUIE? ...ttt ssssssssssss st sssssssssssssssnes 41
Configuration of GlODal SEHHINGS ...t eeses 42

4 Upgrading from PreVioUS VEISIONS ... sessssesssesssssssssssssssssssssssssssssssssssssssssssssssssssssnses 43
5 INSTAlATION GUIAE ...ttt 44
When Installing Prizm Content Connect on a Separate Server from SharePoint............cccccoeuuun.... 44
PCC for SharePoint INtEGIration ...ttt ss s 44
5.2 REQUITEA PEIMMISSIONS ..ottt ssse s sssssss st st s st ssss s st st ssssssssssssssssssssnnes 45
INStalling USING POWEISNEII ...ttt 45
Configuring GloDal SETHINGS. ...ttt ss st 45
Activate Prizm Digital Rights Management FEAtUre.......c.oorrrinrinnineineiseeeeeseeseseseseseseseeees 45
Activate Prizm Configuration TOOIS FEAtUIE ..ot 45
Control DRM and ANNOtation PErMISSIONS ........cc.uueueeueeieeiretissesieesssessseesssesssesssse s sssessssessseseos 45
5.3 Step 1 - Planning YOUTr INSTAIl ...ttt 46
5.4.1 Your Target SErver TOPOIOGY .....cccuueieeieiineesseiseieeesesssesssesssesesssesssesssesssssesssesssessssssssssessesens 46
5.4.1.1 Installing to a Single Server TOPOIOGY ... sseesssssssss s sssssssssssssssens 47
5.4.1.2 Installing to a Multi-Server TOPOIOGY ...t ssse e 47
5.4.2 Method of Deploying SharePoint SOIULIONS ... 48
5.4.2.1 Command Line Based INStallation ... sisessssesssesssseees 48
5.4.2 Choosing Viewing & Rights Management Behavior ... 49
5.4.3.2 Document PrevieW IN BrOWSET .........c.viinereieeiecreeeresiesessesisesisesssessessse s s ssssssessseseesens 51
5.4.3.3 Viewing Documents in SEarch RESUILS.........c.viiineineireiececse e 51
5.4.3.4 Custom Integration of Viewing With PCC ... sssesseeens 52
5.5 StEP 2 - INSLAllING PCC ..ottt sttt ssss st sssssnns 52
5.5.1 EVAlULION LICENSING ..cvurvirtiierirriierireiierieeiiesieeise s sssse e sssse e sssse e st sssss e ssssssenesssseeen 52
5.5.1 One Time Only Configuration for PCC in a Multi-Server Farm.......ccoceoveonreonrenrrerernrnnnnn. 52
5.6 Step 3 - Installing PCC for Shar€POINt ..ottt sssssssssaes 54
5.6.1 Single-Server INStall GUI ... 54

©2014. Accusoft Corporation. All Rights Reserved.



Prizm Content Connect 8.2 for SharePoint 2013

5.6.1.1 Installation USING POWEISNEI ...ttt sssssens 54
5.6.2 MUlti-Server INSTall GUIAE ...t ssse et ssseeeen 55
5.6.2.1 Installation USING POWEISNEI ...ttt sssssens 55
5.6.2.2 One Time Only Configuration for PCC for SharePoint ... 57
Configure the PCC for SharePoint Integration with the Location of Prizm Content Connect59

N EXE STEPS. ettt ettt s st sane e 61

6 AAMINISTrATION GUITE ...ocoeiiirieiecieie ettt 62
6.1 VIEWET FUNCHONAILY ..ottt sttt st st st sasssnnen 62
6.1.1 Redirecting Links tO the DOCUMENT.......cccoiiiiererreie et 62
6.1.2 CoNfiQUING the PrEVIEWET ...ttt ss st sssssaes 62
6.1.2 ThE VIEWET OPLION ..ttt sss st sss st sss s sssss st ssssssss st s s ssssssnsnns 63
6.1.3 Document Annotation and REAACTION ...t ssseenan 63
6.1.4 VErSION HISTOMY .ottt ss sttt 65
6.1.5 CONVEIT 10 PDF ...ttt ettt 66
6.2 DRM CONfIGUIAtioN GUIAE ......eeriereeiiereieee ettt ss s ssss st ssssssssssnnes 67
6.2.1 LOW-Trust & High-Trust USEI GrOUPS.......coecueeueumeieeierireeiseiseeiesisesssessssisesesssesssessssssessesssesssssaes 67
HIGN-TrUST USEI GrOUPS....ouceueeeieiereeieiieeseietiesisesssesssese s s s sise s 68
6.2.2 SharePoint Features Affected by DRM ... sssssssssssssaes 68
6.2.3 DRM Configuration Walktrough ...t eseeens 69
6.2.3.1 Working with Client Integration FEAtUIeES ... sesssessssessnes 69
6.2.3.2 Creating a Limited Permission Level to Assign to Low-Trust User Groups.........cc.ceeee... 70
THE PEIrMISSION LEVE ...ttt s 70
6.2.3.4 Enabling the DRM Redirector for a Web Application ..........ccooeneenrinrinrenneneiseiseinnins 74
6.2.3.5 Setting DRM Permissions for Low- and High-Trust User Groups ........cc.cecomeeneeenecenecens 75
6.2.3.5.1 Configuring DRM fOr @ SITE ...ttt ss bbb 76
6.2.3.5.2 Configuring DRM for @ Document LiDrary...........cninrinsinssissssssssssssssssssssssssssnnes 77
6.2.3.6 Adding the Previewer Column for High-Trust User Groups............cccoeecenmeceneceenseceneces 79
6.2.3.7 Disabling Ribbon & ECB MENU ACHIONS........ovireererrrineieeisesissssssssssssssssssssssssssssssssssssssssssanes 79
6.3 Enabling Prizm Configuration Tools for a Site Collection ... 79
6.4 Configuring ANNOtatioNs PEIMISSIONS..........vuueiuureeerieieeeiese et ese e ssee s bbb ss s sseeens 80

©2014. Accusoft Corporation. All Rights Reserved.



Prizm Content Connect 8.2 for SharePoint 2013

6.4.1 Configuring ANNOatioNS fOr @ SItE.....cieieierierieece ettt sssssaes 80
6.4.2 Configuring Annotations for a Document LiDrary ... 81
6.5 Prizm Servic€s Man@gEmMIENT ...ttt sse st sss st s s sssss s ssessees 83
6.5.1 Configuring Prizm Global Configuration ... sesssssessssenees 83
6.5.2 Implementing TempPcache ClEANUP ..ot ssse s sssssssesssssaes 86
6.6 TrOUDIESNOOTING TIPS ..ouirierieierrierriieriseissiesissse st sssss s s st s st s s s st st ss s snsen 87
6.6.1 Verifying YOUr INStallation ...ttt esssss st ss s 87
B.6.4 FAQS ..ottt bbb 88

©2014. Accusoft Corporation. All Rights Reserved.



Prizm Content Connect 8.2 for SharePoint 2013

1.0 Prizm Content Connect
(PCC) for SharePoint 2013

This section contains the following information:

Attributions, Notices & Copyrights

1.1 Attributions, Notices & Copyrights

Apache PDFBox (http://pdfbox.apache.org/)

Copyright 2002-2010 The Apache Software Foundation
Download: http://pdfbox.apache.org/download.html
License: http://www.apache.org/licenses/LICENSE-2.0

Apache FontBox (http://pdfbox.apache.org/)

Copyright 2008-2010 The Apache Software Foundation
Download: http://pdfbox.apache.org/download.html
License: http://www.apache.org/licenses/LICENSE-2.0

Apache JempBox (http://pdfbox.apache.org/)
Copyright 2008-2010 The Apache Software Foundation
Download: http://pdfbox.apache.org/download.html
License: http://www.apache.org/licenses/LICENSE-2.0

Apache POI (http://poi.apache.org/)

Copyright 2001-2007 The Apache Software Foundation
Download: http://www.apache.org/dyn/closer.cgi/poi/
License: http://www.apache.org/licenses/LICENSE-2.0

Apache Commons FileUpload (http://commons.apache.org/fileupload/)
Copyright 2002-2008 The Apache Software Foundation

Download: http://commons.apache.org/fileupload/download_fileupload.cgi
License: http://www.apache.org/licenses/LICENSE-2.0

Apache Commons 10 (http://commons.apache.org/io/)
Copyright 2001-2008 The Apache Software Foundation
Download: http://commons.apache.org/io/download_io.cgi

License: http://www.apache.org/licenses/LICENSE-2.0

Apache Commons Lang (http://commons.apache.org/lang/)
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Copyright 2001-2010 The Apache Software Foundation
Download: http://commons.apache.org/lang/download_lang.cgi
License: http://www.apache.org/licenses/LICENSE-2.0

Apache Commons Logging (http://commons.apache.org/logging/)
Copyright 2003-2007 The Apache Software Foundation

Download: http://commons.apache.org/logging/download_logging.cgi
License: http://www.apache.org/licenses/LICENSE-2.0

Apache JAMES Mime4;j (http://james.apache.org/mime4j/)
Copyright (c) 2004-2010 The Apache Software Foundation
Download: http://james.apache.org/download.cgi

License: http://www.apache.org/licenses/LICENSE-2.0

ImageMagick (http://www.imagemagick.org) Copyright 1999-2010 ImageMagick Studio LLC.
Download: http://www.imagemagick.org/script/binary-releases.php
License: http://www.imagemagick.org/script/license.php

ffmpeg (http://ffmpeg.org/)

Copyright (C) 2000, 2001, 2002 Fabrice Bellard

Source: <install directory>\src\ffmpeg\r20545\

Download: http://image_magick.veidrodis.com/image_magick/binaries/ImageMagick-6.6.5-3-Q16-windows-static.exe
License (GPL v3): <install directory>\licenses\ImageMagick\Notice-1.txt

Implementation/Integration: This open source product has not been recompiled and a call to binary file is directly
made from the code, keeping the binaries totally separate from the Prizm Source Code.

dcraw.exe (http://www.cybercom.net/~dcoffin/dcraw/) Copyright (C) 1997-2008 by Dave Coffin.

Source: <install directory>\src\dcraw\9.03\

Download: http://image_magick.veidrodis.com/image_magick/binaries/ImageMagick-6.6.5-3-Q16-windows-static.exe
License (GPL v3): <install directory>\licenses\ImageMagick\Notice-1.txt

Implementation/Integration: This open source product has not been recompiled and a call to binary file is directly
made from the code, keeping the binaries totally separate from the Prizm Source Code.

hp2xx.exe (http://www.gnu.org/s/hp2xx/)

Copyright (C) 1998 - 2000 M. Kroeker, 1992 - 1994 H. Werntges.

Source: <install directory>\src\hp2xx\3.4.2\

Download: http://image_magick.veidrodis.com/image_magick/binaries/ImageMagick-6.6.5-3-Q16-windows-static.exe
License (GPL v2): <install directory>\licenses\ImageMagick\hp2xx_gpl-2.0.txt

Implementation/Integration: This open source product has not been recompiled and a call to binary file is directly
made from the code, keeping the binaries totally separate from the Prizm Source Code.

Java Advanced Imaging API (http://java.sun.com/javase/technologies/desktop/media/jai/)

Copyright (c) 2006 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. All rights
reserved.

Download: http://download.java.net/media/jai/builds/release/1_1_3/

License: http://download.java.net/media/jai/builds/release/1_1_3/LICENSE-jai.txt

Java Advanced Imaging Image I/O Tools (http://java.sun.com/javase/technologies/desktop/media/)
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Copyright (c) 2006 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. All rights
reserved.

Download: http://download.java.net/media/jai-imageio/builds/release/1.1/

License: http://download.java.net/media/jai-imageio/builds/release/1.1/LICENSE-jai_imageio.txt

JavaMail 1.4.3 (http://www.oracle.com/technetwork/java/javamail/index.html)

Copyright © 2009 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. All rights
reserved.

Download: http://www.oracle.com/technetwork/java/javamail/index-138643.html

License: http://download.oracle.com/otn-pub/java/licenses/javamail-1.4.3-oth-JPR_license_1.html

JDOM

This product includes software developed by the JDOM Project (http://www.jdom.org/).

Copyright (C) 2000-2004 Jason Hunter & Brett McLaughlin. All rights reserved.

Source: http://www.jdom.org/downloads/source.html

Download: http://www.jdom.org/downloads/index.html

License: <install directory>\licenses\jdom\LICENSE.txt (http://www.jdom.org/docs/faq.html#a0030)

JRE 1.6.0.35 (http://java.sun.com/products/archive/j2se/6u35/index.html) Copyright © 2006, 2010, Oracle and/or its
affiliates. All rights reserved.

Download: http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloads-javase6-
419409.html#jre-6u35-oth-JPR

License: http://www.oracle.com/technetwork/java/javase/terms/license/index.html

ODF Converter (http://odf-converter.sourceforge.net/)
Copyright (c) 2006-2008, Clever Age, DIaLOGIKa, Sonata Software Ltd All rights reserved.
Download: http://sourceforge.net/projects/odf-converter/files/ License: http://odf-converter.sourceforge.net/#license

OpenOffice.org Portable (http://portableapps.com/apps/office/openoffice_portable) Copyright 2002,2008 Sun
Microsystems, Inc.

Source:
http://sourceforge.net/projects/portableapps/files/Source%20%280penOffice.org%29/0OpenOffice.org%203.2.0%20So
urce/ Downloads:
http://sourceforge.net/projects/portableapps/files/OpenOffice.org%20Portable/OpenOffice.org%20Portable%203.2.0/
OpenOfficePortable_3.2.0_English.paf.exe/download
http://sourceforge.net/projects/portableapps/files/OpenOffice.org%20Portable/OpenOffice.org%20Portable%203.0/0
penOffice.org_Portable_3.0_en-us.paf.exe/download License (LGPL v3): <install
directory>\licenses\OpenOfficePortable\license.txt

Implementation/Integration: This open source product has not been recompiled and a call to binary file is directly
made from the code, keeping the binaries totally separate from the Prizm Source Code.

LibreOffice Portable (http://PortableApps.com/LibreOfficePortable)

Publisher: The Document Foundation & PortableApps.com (John T. Haller)

License: LibreOffice is licensed under the GNU Lesser General Public License (LGPLv3).

Source PortableApps.com Launcher: http://portableapps.com/apps/development/portableapps.com_launcher Source
LibreOffice: http://download.documentfoundation.org/libreoffice/src/ Downloads: http://portableapps.com/bouncer?
t=http%3A%2F%2Fdownload.documentfoundation.org%2Flibreoffice%2Fportable%2F4.0.1%2FLibreOfficePortable_4.0
.1_MultilingualAll.paf.exe
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Inkscape Portable (http://portableapps.com/apps/graphics_pictures/inkscape_portable)

Publisher: PortableApps.com (Chris Morgan) and the Inkscape team

License: Inkscape is licensed under GNU General Public License version 2.0 (GPLv2)

Source PortableApps.com Launcher: http://portableapps.com/apps/development/portableapps.com_launcher

Source Inkscape: http://sourceforge.net/projects/inkscape/files/

Downloads:
http://portableapps.com/bouncer?t=http%3A%2F%2Fdownloads.sourceforge.net%2Finkscape%2FInkscapePortable_0.
48.4-1.paf.exe

Implementation/Integration: This open source product has not been recompiled and a call to binary file is directly
made from the code, keeping the binaries totally separate from the Prizm Source Code.

String Search (http://johannburkard.de/software/stringsearch/)
StringSearch - high-performance pattern matching algorithms in Java
Copyright (c) 2003-2010 Johann Burkard

Download: http://johannburkard.de/software/stringsearch/

License: http://johannburkard.de/software/stringsearch/copying.txt

The Legion of the Bouncy Castle

Copyright (c) 2000-2009 The Legion Of The Bouncy Castle (http://www.bouncycastle.org)
Download: http://bouncycastle.org/latest_releases.html

License: http://www.bouncycastle.org/licence.html

Touch.exe (http://www.codeproject.com/KB/applications/touch_win.aspx)
Copyright 2002 by Jérgen Sigvardsson

Download: http://www.codeproject.com/KB/applications/touch_win.aspx
License: http://www.codeproject.com/KB/applications/touch_win.aspx

JTNEF (http://www.freeutils.net/source/jtnef/)

The JTNEF package used in this product is copyright (c) 2003-2010 by Amichai Rothman.

JavaBeans Activation Framework (http://www.oracle.com/technetwork/java/javase/downloads/index-135046.html)
Download: http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloads-java-plat-
419418.html#jaf-1.1-fr-oth-JPR

License: http://download.oracle.com/otn-pub/java/licenses/jaf-1.1-mrel-spec-oth-JPR_license_1.html

SWF Tools (http://www.swftools.org)

Source: <install directory>/src/SWFTools/0.9.0/

Download: http://www.swftools.org/swftools-0.9.0.exe

License (GPL v2): <install directory>/licenses/SWF Tools/gpl-2.0.txt

Implementation/Integration: This open source product has not been recompiled and a call to binary file is directly
made from the code, keeping the binaries totally separate from the Prizm Source Code.

Tanuki Java Service Wrapper (http://www.tanukisoftware.com) Copyright (C) 1999, 2010 Tanuki Software, Ltd. All
rights reserved.

The Software Program includes software and documentation components developed in part by Silver Egg
Technology, Inc.("SET") prior to 2001 and released under the following license.

Copyright (c) 2001 Silver Egg Technology
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Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sub-license, and/or sell copies of the Software, and to permit persons
to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

GraphicsUtil (http://www.dncompute.com/blog/2008/07/17/graphicsutil-a-utility-class-for-drawing-arrows.html)
Copyright (c) 2008 Noel Billig (www.dncompute.com)

Download: http://www.dncompute.com/blog/2008/07/17/graphicsutil-a-utility-class-for-drawing-arrows.html License:
MIT (in source)

URL Validator (http://ctrloptcmd.com/archives/587/actionscript-3-url-validator-class/)
Copyright 2009 Martin Jacobsen
Download: http://ctrloptcmd.com/as3/URLValidator.as License: (in source)

jQuery (http://jquery.org/)
Copyright (c) 2011 John Resig
Download: http://docs.jquery.com/Downloading_jQuery License: http://jquery.org/license/

Lazy Load - jQuery plugin for lazy loading images (http://www.appelsiini.net/projects/lazyload)
Copyright (c) 2007-2009 Mika Tuupola

Download: http://www.appelsiini.net/projects/lazyload

License: http://www.opensource.org/licenses/mit-license.php

jQuery.ScrollTo (http://plugins.jquery.com/project/ScrollTo)
Copyright (c) 2007-2009 Ariel Flesler
Download: http://plugins.jquery.com/node/635/release License: MIT (in source)

ScrollView - jQuery plugin (http://code.google.com/p/jquery-scrollview/)

Copyright (c) 2009 Toshimitsu Takahashi

Download: http://code.google.com/p/jquery-scrollview/downloads/detail?name=jquery.scrollview js&can=28q=
License: http://www.opensource.org/licenses/mit-license.php

Viewport - jQuery selectors for finding elements in viewport (http://www.appelsiini.net/projects/viewport)
Copyright (c) 2008-2009 Mika Tuupola

Download: http://www.appelsiini.net/projects/viewport

License: http://www.opensource.org/licenses/mit-license.php

transform: A jQuery cssHooks adding cross-browser 2d transform capabilities to $.fn.css() and $.fn.animate()
(https://github.com/louisremi/jquery.transform.js)

Copyright 2011 @louis_remi

Download: https://github.com/louisremi/jquery.transform.js

License: MIT (https://github.com/louisremi/jquery.transform.js)

jQuery UI (http://jqueryui.com/)

Copyright (c) 2011 Paul Bakaus
Download: http://jqueryui.com/download
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License: http://jquery-ui.googlecode.com/svn/tags/latest/MIT-LICENSE.txt

jquery.waitforimages (http://alexanderdickson.com/blog/2011/02/a-new-jquery-plugin-2/)
Copyright (c) 2011 Alex Dickson

Download: https://github.com/alexanderdickson/waitForImages

License: https://github.com/alexanderdickson/waitForlmages/blob/master/README.md

jQuery Context Menu Plugin (http://abeautifulsite.net/blog/2008/09/jquery-context-menu-plugin/)
Copyright A Beautiful Site, LLC

Download: http://abeautifulsite.net/blog/2008/09/jquery-context-menu-plugin/

License: MIT (in source)

jgprint (http://plugins.jquery.com/project/jgPrint)

Provided by Eros Fratini - eros@recoding.it

Download: http://plugins.jquery.com/node/8069/release
License: http://www.opensource.org/licenses/mit-license.php

jQuery Patch (http://www.zachstronaut.com/posts/2009/08/07/jquery-animate-css-rotate-scale.html)
2009-2010 Zachary Johnson www.zachstronaut.com

Download: https://github.com/zachstronaut/jquery-animate-css-rotate-scale/

License: MIT (https://github.com/zachstronaut/jquery-animate-css-rotate-scale/blob/master/README)

Google Translate API for .NET (http://code.google.com/p/google-api-for-dotnet/)
Copyright (c) 2008-2009 iron9light

Download: http://code.google.com/p/google-api-for-dotnet/downloads/list
License: http://www.opensource.org/licenses/mit-license.php

Other Terms: http://code.google.com/apis/language/translate/terms.html

SWFObject (http://code.google.com/p/swfobject/)

Provided by code.google.com

Download: http://code.google.com/p/swfobject/downloads/list
License: http://www.opensource.org/licenses/mit-license.php

Windows Installer XML (Wix) toolset

Copyright (c) 2004, Outercurve Foundation

Download: http://wixtoolset.org/releases/v3.7.1015.0 License: http://opensource.org/licenses/ms-rl as3crypto
Copyright (c) 2007 Henri Torgemane

Download: http://as3crypto.googlecode.com/files/Crypto.zip
License:http://as3crypto.googlecode.com/svn/trunk/as3crypto/LICENSE.txt

1.2 Software License Agreement
ACCUSOFT CORPORATION

PRIZM CONTENT CONNECT for SHAREPOINT ‘SHRINK-WRAP' LICENSE AGREEMENT
PLEASE READ THE FOLLOWING LICENSE AGREEMENT ("AGREEMENT") WHICH GOVERNS YOUR RIGHT TO USE OF
PRIZM CONTENT CONNECT ("PROGRAM"). YOU MUST ACCEPT THESE TERMS BEFORE YOU ARE ALLOWED TO
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INSTALL THE PROGRAM. YOU EXPRESSLY AGREE THAT YOU HAVE THE AUTHORITY TO CONTRACTUALLY BIND THE
ORGANIZATION OR ENTITY YOU REPRESENT (“LICENSEE") TO BE BOUND BY THESE TERMS.

BY CHECKING THE "I ACCEPT THE TERMS IN THE LICENSE AGREEMENT"” CHECKBOX AND CONTINUING WITH THE
INSTALLATION BY PUSHING THE “NEXT" BUTTON, YOU AND LICENSEE AGREE TO BE BOUND BY THIS AGREEMENT.

1.

Background. Accusoft Corporation, a Florida corporation (“Accusoft”) is the owner of all right, title, and
interest in the software system known as Prizm ContentConnect (“Program”). LICENSEE desires to receive
and use a copy of Program under the terms and conditions stated herein, for the sole purpose of evaluating
the Program (the “Purpose”), and not for any commercial usage, or LICENSEE has purchased license codes
from Accusoft and has either, entered into a separate license agreement with Accusoft governing LICENSEE's
other use of Program, or LICENSEE has received, acknowledges and accepts the terms of a license certificate
associated with LICENSEE's purchase of license codes and governing LICENSEE's other use of Program.

Evaluation Mode and Licensed Mode

Default Installation - Evaluation Mode (or Trial Licensing)

The Program installation installs Program in Evaluation Mode. This allows you to test all Program features
and functions. Images may be displayed with a watermark on them and occasionally dialogs may be posted
reminding you that Program is in evaluation mode. Printed, exported and e-mailed images may also display
a watermark. This Evaluation Mode license expires after 30 days at which time Program will cease operating.
If your evaluation is not complete at that time, please contact sales@accusoft.com to see if your Evaluation
Mode license time can be extended.

Changing from Evaluation Mode to Licensed Mode

License codes may be purchased at www.accusoft.com or through sales@accusoft.com. Once purchased,
license codes will be sent to the purchaser via e-mail. Detailed licensing instructions are provided in the
email you will receive. LICENSEE's rights as to the number of installations and scope and term of use are
governed by solely by the amount purchased and LICENSEE is required to purchase the appropriate number
of installation licenses PRIOR TO SUCH INSTALLATIONS or obtain a separate written and fully executed
license agreement prior to deploying applications which include PROGRAM

Accusoft software applications, including Program, are limited to use on a single computer. No runtimes or
copies may be installed or distributed unless that installation or distribution is granted by a direct license
from Accusoft. These 'license agreements' provide the terms and limits of number of copies and usage.

All prospective customers have every opportunity to evaluate Accusoft's products including Program prior to
purchasing. Accusoft fully supports and warrants its code and its pricing of Program reflects those support
and warranty costs.

Evaluation Mode Limited License. In Evaluation Mode, Accusoft grants to LICENSEE only a limited,
nontransferable, nonexclusive and non-assignable license to evaluate the Program on a single computer for
a thirty (30) day period and as may be extended by Accusoft on LICENSEE's request (“Term") beginning on
the date of download of the Program, for the sole purpose of evaluating the Program (the “Purpose”), and
not for any commercial usage. For clarity, LICENSEE may only install and use the Program on a single
computer, and may only use it in an internal testing or proof-of-concept environment. LICENSEE IS NOT
PERMITTED TO INSTALL AND USE THE PROGRAM IN A PRODUCTION ENVIRONMENT. Either party may
terminate this Agreement for convenience prior to the end of the Term on one day's written notice (email
notice is acceptable) to the other party. LICENSEE shall have no right to, and shall not assign this Agreement
whether by transfer, assignment, merger or otherwise.

Commercial License. License codes may be purchased at www.accusoft.com or through sales@accusoft.com.
If a separate license agreement is entered into between Accusoft and LICENSEE at that time, then the terms
of that agreement and the Term of that agreement shall govern if different from the terms and Term of this
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10.

AGREEMENT. If a separate license agreement is not entered into at that time, then LICENSEE will receive a
license certificate with the license codes. That license certificate governs LICENSEE's rights as to use,
copying, and distribution. The terms of that license certificate and the Term of that license certificate shall
govern if different from the terms and Term of this AGREEMENT.

Error and Usage Reporting. LICENSEE acknowledges that Program includes an Error and Usage Reporting
mechanism that may automatically exchange error and usage information with an Accusoft server or servers
over the Internet when a connection to the Internet is available.

Ownership. LICENSEE acknowledges and agrees that Accusoft owns all right, title and interest in the
Program, in all forms, including without limitation any and all worldwide proprietary rights therein, including
but not limited to trademarks, copyrights, patent rights, patent continuations, trade secrets and confidential
information.

Restrictions and Reservations. All rights and licenses not expressly granted to LICENSEE are reserved to
Accusoft. LICENSEE shall not disassemble, decompile, decrypt or reverse engineer (except reverse
engineering for the purpose of debugging modifications made by LICENSEE to LGPL-licensed portions of the
Program) the Program or in any manner attempt to discover or reproduce the source code or any other
copyrightable aspect of the Program, or any portion thereof. With an Evaluation Mode Limited License:
a. LICENSEE is strictly prohibited from reproducing, copying, marketing, selling, distributing, licensing,
sublicensing, leasing, timesharing or renting the Program or anycomponent thereof, and
b. LICENSEE is strictly prohibited from any commercial use of the Program, and such actions are
expressly prohibited, and
c. LICENSEE is strictly prohibited from incorporating or including the Program or any component
thereof, in whole or part, into or as part of any product or service of LICENSEE regardless of
functionality of Program (or lack thereof) within or as part of such product or service, and
d. LICENSEE is strictly prohibited from using the Program, directly or indirectly, in developing
LICENSEE's own product with, or including, similar functionality, ande. LICENSEE shall not make any
copies of the Program for any purpose whatsoever.

Warranty Disclaimer. LICENSEE ACKNOWLEDGES AND AGREES THAT THE PROGRAM IS PROVIDED “AS IS.”
Accusoft DISCLAIMS ANY AND ALL REPRESENTATIONS AND WARRANTIES OF ANY KIND, EITHER EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND AGAINST INFRINGEMENT.

Limitation of Liability. Accusoft shall have no liability to LICENSEE, LICENSEE affiliates, subsidiaries,
shareholders, officers, directors, employees, representatives or any third party, whether in contract, tort,
negligence or products liability, for any claim, loss or damage, including but not limited to, lost profits, loss
of use, business interruption, lost data, lost files, or for any direct, indirect, special, incidental or
consequential damages of any kind or nature whatsoever arising out of or in connection with use of or
inability to use the Program, or the performance or operation of the Program, even if Accusoft has been
advised of the possibility of such damages.

Indemnification by LICENSEE. LICENSEE SHALL INDEMNIFY, HOLD HARMLESS AND DEFEND aCCUSOFT FOR
ANY LOSS, CLAIM, ACTION OR PROCEEDING that ARISES OR RESULTS FROM ANY ACTIONS OR OMISSIONS
OF LICENSEE PERTAININg TO THE PRODUCT.

©2014. Accusoft Corporation. All Rights Reserved.
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12.

13.

14.

15.

Termination. This Agreement and the limited license shall expire at midnight on the last day of the Term.
This Agreement shall also terminate immediately upon LICENSEE'S breach of any provision of this
Agreement. Upon expiration or termination of the Term or any other termination, LICENSEE shall have no
license or rights whatsoever in or regarding the Program, shall immediately cease to use the Program, and
shall uninstall the Program from LICENSEE’s and any other computers, and shall destroy all copies of the
Program, unless LICENSEE has entered into a separate written license for the Program signed by an
authorized representative of Accusoft. In the event of any termination for any reason all sections of this
Agreement survive except Section 2. Limited License.

Confidentiality. LICENSEE acknowledges that the Program contains Accusoft know-how, confidential and
trade secret information (“Proprietary Information”). LICENSEE agrees: (a) to hold the Proprietary Information
in the strictest confidence, (b) not to, directly or indirectly, copy, reproduce, distribute, manufacture,
duplicate, reveal, report, publish, disclose, cause to be disclosed, or otherwise transfer the Proprietary
Information to any third party, (c) not to make use of the Proprietary Information other than for the Purpose,
and (d) to disclose the Proprietary Information only to LICENSEE's representatives requiring such material for
effective performance of this Agreement and who have undertaken an obligation of confidentiality and
limitation of use consistent with this Agreement. This obligation shall continue as long as allowed under
applicable law.

Injunctive Relief. LICENSEE agrees that any violation or threat of violation of this Agreement will result in
irreparable harm to Accusoft for which damages would be an inadequate remedy. Therefore, in addition to
its rights and remedies available at law (including but not limited to the recovery of damages for breach of
this Agreement), Accusoft shall be entitled to immediate injunctive relief to prevent any violation of
Accusoft's copyright, trademark, trade secret rights regarding the Program, or any violation of this
Agreement, including, but not limited to, unauthorized use, copying, distribution or disclosure of or
regarding the Program, as well as any other equitable relief as the court may deem proper under the
circumstances.

Liquidated Damages. In the event LICENSEE other than as granted by this AGREEMENT and other than
granted by a separate license agreement or license certificate (a) copies the Program, (b) uses the Program
for any reason other than the Purpose, (c) installs or uses the program on more than a single computer, (d)
incorporates or includes the Program or any component thereof, in whole or part, into or as part of any
product or service of LICENSEE, or (e) otherwise violates or breaches this Agreement or separate license
agreement or license certificate, LICENSEE agrees that Accusoft is entitled to obtain as liquidated damages
and not as a penalty the then current published quantity one list price for each unlicensed copy of Program
distributed, copied or installed other than as granted by this AGREEMENT or other agreement. THE
LICENSEE EXPRESSLY AGREES THAT THE FOREGOING LIQUIDATED DAMAGES ARE NOT A PENALTY.

No Reduced Pricing. In any determination of Accusoft's damages (whether liquidated damages or actual
damages), or any determination of any licensing fees or royalties due Accusoft under this Agreement due to
a breach by LICENSEE hereunder, LICENSEE shall not be entitled to any discounts (volume or otherwise) or
reduced licensing fees or royalties. The foregoing sentence shall be applicable unless LICENSEE has
negotiated and entered into a written, signed agreement with Accusoft for such reduced or discounted
licensing fees or royalties and paid Accusoft such fees or royalties in advance of any: (a) distribution of the
Program, (b) copying of the Program, or (c) incorporation or use of the Program in or pertaining to any
product or service. Further, LICENSEE agrees that it shall not be entitled to reduced licensing fees or
royalties when determining Accusoft's damages due to any undertaking or activity by LICENSEE regarding
the Program outside of or exceeding the scope of permission or Purpose of this Agreement, or LICENSEE's

©2014. Accusoft Corporation. All Rights Reserved.

14



Prizm Content Connect 8.2 for SharePoint 2013

16.

17.

18.

19.

20.

21.

22.

actions otherwise in violation of this Agreement, other than as may be granted by a separate license
agreement or license certificate.

Attorneys’ Fees and Costs. In the event of any lawsuit or other proceeding brought as a result of any actual
or alleged breach of this Agreement, to enforce any provisions of this Agreement, or to enforce any
intellectual property or other rights in or pertaining to the Program, the prevailing party shall be entitled to
an award of its reasonable attorneys’ fees and costs, including the costs of any expert witnesses, incurred at
all levels of proceedings.

Governing Law. This Agreement shall be construed, governed and enforced in accordance with the laws of
the State of Florida, without regard to any conflicts of laws rules. Any action related to or arising out of this
Agreement will be filed brought solely in the state court sitting in Hillsborough County, Florida or in the
federal courts in the Middle District of Florida, Tampa Division, and LICENSEE consents to the exclusive
jurisdiction and venue of said courts.

Severability. If any provision of this Agreement is determined to be invalid by any court of final jurisdiction,
then it shall be omitted and the remainder of the Agreement shall continue to be binding and enforceable.
In addition, the Court is hereby authorized to enforce any provision of the Agreement that the Court
otherwise deems unenforceable, to whatever lesser extent the Court deems reasonable and appropriate,
rather than invalidating the entire provision. Without limiting the generality of the foregoing, LICENSEE
expressly agrees that should LICENSEE be found to have breached the Agreement, under no circumstances
shall LICENSEE be entitled to any volume or other discount, or reduced licensing fee or royalty in the
determination of Accusoft's damages, or otherwise in the determination of any licensing fee or royalty owed
to Accusoft.

Government Rights. The Program and accompanying documentation have been developed at private
expense and are sold commercially. They are provided under any U.S. government contracts or subcontracts
with the most restricted and the most limited rights permitted by law and regulation. Whenever so
permitted, the government and any intermediaries will obtain only those rights specified in Accusoft's
standard commercial license. Thus, the Program referenced herein, and the documentation provided by
Accusoft hereunder, which are provided to any agency of the U.S. Government or U.S. Government
contractor or subcontractor at any tier shall be subject to the maximum restrictions on use as permitted by
FAR 52.227-19 (June 1987) or DFARS 227.7202-3(a) (Jan. 1, 2000) or successor regulations. Manufacturer is
Accusoft Corporation, 4001 N. Riverside Drive Tampa, FL 33603.

Entire Agreement. This Agreement represents the entire understanding of the parties concerning the subject
matter hereof and supersedes all prior communications and agreements, whether oral or written, relating to
the subject matter of this Agreement. Only a writing signed by the parties may modify this Agreement. In
the event of any modification in writing, of this Agreement, including an expanded license agreement, all
sections of this Agreement survive except Section 2. Evaluation Mode Limited License and Section 4.
Commercial License.

Contact Us. Should you have any questions concerning this Agreement, or if you need to modify this
Agreement, or if you have an Evaluation Mode Limited License and you need to use Program for a different
purpose than Purpose such as a commercial purpose, or if you desire to contact Accusoft for any question or
reason, please contact Accusoft at 1-813-875-7575 or at sales@accusoft.com.

Third Party Notices.
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Windows Server. The following third party software may be used or distributed in the Windows Server
component of the Program:

Apache PDFBox (http://pdfbox.apache.org/)

Copyright 2002-2010 The Apache Software Foundation
Download: http://pdfbox.apache.org/download.html
License: http://www.apache.org/licenses/LICENSE-2.0

Apache FontBox (http://pdfbox.apache.org/)

Copyright 2008-2010 The Apache Software Foundation
Download: http://pdfbox.apache.org/download.html
License: http://www.apache.org/licenses/LICENSE-2.0

Apache JempBox (http://pdfbox.apache.org/)
Copyright 2008-2010 The Apache Software Foundation
Download: http://pdfbox.apache.org/download.html
License: http://www.apache.org/licenses/LICENSE-2.0

Apache POI (http://poi.apache.org/)

Copyright 2001-2007 The Apache Software Foundation Download:
http://www.apache.org/dyn/closer.cgi/poi/

License: http://www.apache.org/licenses/LICENSE-2.0

Apache Commons FileUpload (http://commons.apache.org/fileupload/) Copyright 2002-2008 The Apache
Software Foundation

Download: http://commons.apache.org/fileupload/download_fileupload.cgi License:
http://www.apache.org/licenses/LICENSE-2.0

Apache Commons IO (http://commons.apache.org/io/)
Copyright 2001-2008 The Apache Software Foundation
Download: http://commons.apache.org/io/download_io.cgi
License: http://www.apache.org/licenses/LICENSE-2.0

Apache Commons Lang (http://commons.apache.org/lang/)
Copyright 2001-2010 The Apache Software Foundation
Download: http://commons.apache.org/lang/download_lang.cgi
License: http://www.apache.org/licenses/LICENSE-2.0

Apache Commons Logging (http://commons.apache.org/logging/)

Copyright 2003-2007 The Apache Software Foundation

Download: http://commons.apache.org/logging/download_logging.cgi License:
http://www.apache.org/licenses/LICENSE-2.0

Apache JAMES Mime4j (http://james.apache.org/mime4;/)
Copyright (c) 2004-2010 The Apache Software Foundation
Download: http://james.apache.org/download.cgi

License: http://www.apache.org/licenses/LICENSE-2.0
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ImageMagick (http://www.imagemagick.org) Copyright 1999-2010 ImageMagick Studio LLC.
Download: http://www.imagemagick.org/script/binary-releases.php
License: http://www.imagemagick.org/script/license.php

ffmpeg (http://ffmpeg.org/)

Copyright (C) 2000, 2001, 2002 Fabrice Bellard

Source: <install directory>\src\ffmpeg\r20545\

Download: http://image_magick.veidrodis.com/image_magick/binaries/ImageMagick-6.6.5-3-Q16-windows-
static.exe

License (GPL v3): <install directory>\licenses\ImageMagick\Notice-1.txt

Implementation/Integration: This open source product has not been recompiled and a call to binary file is
directly made from the code, keeping the binaries totally separate from the Prizm Source Code.

dcraw.exe (http://www.cybercom.net/~dcoffin/dcraw/) Copyright (C) 1997-2008 by Dave Coffin.

Source: <install directory>\src\dcraw\9.03\

Download: http://image_magick.veidrodis.com/image_magick/binaries/ImageMagick-6.6.5-3-Q16-windows-
static.exe

License (GPL v3): <install directory>\licenses\ImageMagick\Notice-1.txt

Implementation/Integration: This open source product has not been recompiled and a call to binary file is
directly made from the code, keeping the binaries totally separate from the Prizm Source Code.

hp2xx.exe (http://www.gnu.org/s/hp2xx/)

Copyright (C) 1998 - 2000 M. Kroeker, 1992 - 1994 H. Werntges.

Source: <install directory>\src\hp2xx\3.4.2\

Download: http://image_magick.veidrodis.com/image_magick/binaries/ImageMagick-6.6.5-3-Q16-windows-
static.exe

License (GPL v2): <install directory>\licenses\imageMagick\hp2xx_gpl-2.0.txt

Implementation/Integration: This open source product has not been recompiled and a call to binary file is
directly made from the code, keeping the binaries totally separate from the Prizm Source Code.

Java Advanced Imaging API (http://java.sun.com/javase/technologies/desktop/media/jai/)

Copyright (c) 2006 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. All
rights reserved.

Download: http://download.java.net/media/jai/builds/release/1_1_3/

License: http://download.java.net/media/jai/builds/release/1_1_3/LICENSE-jai.txt

Java Advanced Imaging Image I/O Tools (http://java.sun.com/javase/technologies/desktop/media/)
Copyright (c) 2006 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. All
rights reserved.

Download: http://download.java.net/media/jai-imageio/builds/release/1.1/

License: http://download.java.net/media/jai-imageio/builds/release/1.1/LICENSE-jai_imageio.txt

JavaMail 1.4.3 (http://www.oracle.com/technetwork/java/javamail/index.html)

Copyright © 2009 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. All rights
reserved.

Download: http://www.oracle.com/technetwork/java/javamail/index-138643.html

License: http://download.oracle.com/otn-pub/java/licenses/javamail-1.4.3-oth-JPR_license_1.html
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JDOM

This product includes software developed by the JDOM Project (http://www.jdom.org/).

Copyright (C) 2000-2004 Jason Hunter & Brett McLaughlin. All rights reserved.

Source: http://www.jdom.org/downloads/source.html

Download: http://www.jdom.org/downloads/index.html

License: <install directory>\licenses\jdom\LICENSE.txt (http://www.jdom.org/docs/faq.html#a0030)

JRE 1.6.0.35 (http://java.sun.com/products/archive/j2se/6u35/index.html) Copyright © 2006, 2010, Oracle
and/or its affiliates. All rights reserved.

Download: http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloads-
javase6-419409.html#jre-6u35-oth-JPR

License: http://www.oracle.com/technetwork/java/javase/terms/license/index.html

ODF Converter (http://odf-converter.sourceforge.net/)

Copyright (c) 2006-2008, Clever Age, DIaLOGIKa, Sonata Software Ltd All rights reserved.
Download: http://sourceforge.net/projects/odf-converter/files/

License: http://odf-converter.sourceforge.net/#license

OpenOffice.org Portable (http://portableapps.com/apps/office/openoffice_portable) Copyright 2002,2008
Sun Microsystems, Inc.

Source:
http://sourceforge.net/projects/portableapps/files/Source%20%280penOffice.org%29/0penOffice.org%203.
2.0%20Source/ Downloads:
http://sourceforge.net/projects/portableapps/files/OpenOffice.org%20Portable/OpenOffice.org%20Portable
%203.2.0/OpenOfficePortable_3.2.0_English.paf.exe/download
http://sourceforge.net/projects/portableapps/files/OpenOffice.org%20Portable/OpenOffice.org%20Portable
%203.0/OpenOffice.org_Portable_3.0_en-us.paf.exe/download License (LGPL v3): <install
directory>\licenses\OpenOfficePortable\license.txt

Implementation/Integration: This open source product has not been recompiled and a call to binary file is
directly made from the code, keeping the binaries totally separate from the Prizm Source Code.

LibreOffice Portable (http://PortableApps.com/LibreOfficePortable)

Publisher: The Document Foundation & PortableApps.com (John T. Haller)

License: LibreOffice is licensed under the GNU Lesser General Public License (LGPLv3).

Source PortableApps.com Launcher:
http://portableapps.com/apps/development/portableapps.com_launcher Source LibreOffice:
http://download.documentfoundation.org/libreoffice/src/ Downloads: http://portableapps.com/bouncer?
t=http%3A%2F%2Fdownload.documentfoundation.org%2Flibreoffice%2Fportable%2F4.0.1%2FLibreOfficePo
rtable_4.0.1_MultilingualAll.paf.exe

Inkscape Portable (http://portableapps.com/apps/graphics_pictures/inkscape_portable)
Publisher: PortableApps.com (Chris Morgan) and the Inkscape team

License: Inkscape is licensed under GNU General Public License version 2.0 (GPLv2)
Source PortableApps.com Launcher:
http://portableapps.com/apps/development/portableapps.com_launcher

Source Inkscape: http://sourceforge.net/projects/inkscape/files/
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Downloads:
http://portableapps.com/bouncer?t=http%3A%2F%2Fdownloads.sourceforge.net%2Finkscape%2FInkscapeP
ortable_0.48.4-1.paf.exe

Implementation/Integration: This open source product has not been recompiled and a call to binary file is
directly made from the code, keeping the binaries totally separate from the Prizm Source Code.

SharePoint 2013 Solution Installer (http://gallery.technet.microsoft.com/office/SharePoint-2010-Solution-
S5bdcf00e)

Portions Copyright © 2007 - 2009 Lars Fastrup Nielsen

Provided through: http://gallery.technet.microsoft.com/

Download: http://gallery.technet.microsoft.com/office/SharePoint-2010-Solution-
5bdcf00e/file/53921/2/SharePoint%202010%20Solution%20Installer.zip

License: MS-LPL (http://gallery.technet.microsoft.com/office/SharePoint-2010-Solution-5bdcfO0e)
SharePoint 2013 Fluent Ribbon API (http://spribbon.codeplex.com/)

Copyright © 2011 Microsoft

Download: http://spribbon.codeplex.com/releases/view/75638

License: http://spribbon.codeplex.com/license

String Search (http://johannburkard.de/software/stringsearch/)
StringSearch - high-performance pattern matching algorithms in Java
Copyright (c) 2003-2010 Johann Burkard

Download: http://johannburkard.de/software/stringsearch/

License: http://johannburkard.de/software/stringsearch/copying.txt

The Legion of the Bouncy Castle

Copyright (c) 2000-2009 The Legion Of The Bouncy Castle (http://www.bouncycastle.org)
Download: http://bouncycastle.org/latest_releases.html

License: http://www.bouncycastle.org/licence.html

Touch.exe (http://www.codeproject.com/KB/applications/touch_win.aspx)
Copyright 2002 by Jérgen Sigvardsson

Download: http://www.codeproject.com/KB/applications/touch_win.aspx
License: http://www.codeproject.com/KB/applications/touch_win.aspx

JTNEF (http://www.freeutils.net/source/jtnef/)

The JTNEF package used in this product is copyright (c) 2003-2010 by Amichai Rothman.

JavaBeans Activation Framework (http://www.oracle.com/technetwork/java/javase/downloads/index-
135046.html)

Download: http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloads-
java-plat-419418.html#jaf-1.1-fr-oth-JPR

License: http://download.oracle.com/otn-pub/java/licenses/jaf-1.1-mrel-spec-oth-JPR_license_1.html

SWF Tools (http://www.swftools.org)

Source: <install directory>/src/SWFTools/0.9.0/

Download: http://www.swftools.org/swftools-0.9.0.exe

License (GPL v2): <install directory>/licenses/SWF Tools/gpl-2.0.txt
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Implementation/Integration: This open source product has not been recompiled and a call to binary file is
directly made from the code, keeping the binaries totally separate from the Prizm Source Code.

Tanuki Java Service Wrapper (http://www.tanukisoftware.com) Copyright (C) 1999, 2010 Tanuki Software, Ltd.
All rights reserved.
The Software Program includes software and documentation components developed in part by Silver Egg
Technology, Inc.("SET") prior to 2001 and released under the following license.

Copyright (c) 2001 Silver Egg Technology

Permission is hereby granted, free of charge, to any person  obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without  restriction, including
without limitation the rights to use,  copy, modify, merge, publish, distribute, sub-license, and/or  sell
copies of the Software, and to permit persons to whom the  Software is furnished to do so, subject to the
following  conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

Third Party Notices — Linux Server. The following third party software may be used or distributed in the Linux
Server component of the Program:

Apache PDFBox (http://pdfbox.apache.org/)

Copyright 2002-2010 The Apache Software Foundation

Download: http://pdfbox.apache.org/download.html

License: http://www.apache.org/licenses/LICENSE-2.0

Apache FontBox (http://pdfbox.apache.org/)

Copyright 2008-2010 The Apache Software Foundation
Download: http://pdfbox.apache.org/download.html
License: http://www.apache.org/licenses/LICENSE-2.0

Apache JempBox (http://pdfbox.apache.org/)
Copyright 2008-2010 The Apache Software Foundation
Download: http://pdfbox.apache.org/download.html
License: http://www.apache.org/licenses/LICENSE-2.0

Apache POI (http://poi.apache.org/)

Copyright 2001-2007 The Apache Software Foundation
Download: http://www.apache.org/dyn/closer.cgi/poi/
License: http://www.apache.org/licenses/LICENSE-2.0

Apache Commons FileUpload (http://commons.apache.org/fileupload/)

Copyright 2002-2008 The Apache Software Foundation

Download: http://commons.apache.org/fileupload/download_fileupload.cgi License:
http://www.apache.org/licenses/LICENSE-2.0

Apache Commons 10 (http://commons.apache.org/io/)
Copyright 2001-2008 The Apache Software Foundation
Download: http://commons.apache.org/io/download_io.cgi
License: http://www.apache.org/licenses/LICENSE-2.0
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Apache Commons Lang (http://commons.apache.org/lang/)
Copyright 2001-2010 The Apache Software Foundation
Download: http://commons.apache.org/lang/download_lang.cgi
License: http://www.apache.org/licenses/LICENSE-2.0

Apache Commons Logging (http://commons.apache.org/logging/)
Copyright 2003-2007 The Apache Software Foundation

Download: http://commons.apache.org/logging/download_logging.cgi
License: http://www.apache.org/licenses/LICENSE-2.0

Apache JAMES Mime4j (http://james.apache.org/mime4j/)
Copyright (c) 2004-2010 The Apache Software Foundation
Download: http://james.apache.org/download.cgi

License: http://www.apache.org/licenses/LICENSE-2.0

Java Advanced Imaging API (http://java.sun.com/javase/technologies/desktop/media/jai/)

Copyright (c) 2006 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. All
rights reserved.

Download: http://download.java.net/media/jai/builds/release/1_1_3/

License: http://download.java.net/media/jai/builds/release/1_1_3/LICENSE-jai.txt

Java Advanced Imaging Image I/O Tools (http://java.sun.com/javase/technologies/desktop/media/)
Copyright (c) 2006 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. All
rights reserved.

Download: http://download.java.net/media/jai-imageio/builds/release/1.1/

License: http://download.java.net/media/jai-imageio/builds/release/1.1/LICENSE-jai_imageio.txt

JavaMail 1.4.3 (http://www.oracle.com/technetwork/java/javamail/index.html)

Copyright © 2009 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. All rights
reserved.

Download: http://www.oracle.com/technetwork/java/javamail/index-138643.html

License: http://download.oracle.com/otn-pub/java/licenses/javamail-1.4.3-oth-JPR_license_1.html

JDOM

This product includes software developed by the JDOM Project (http://www.jdom.org/).
Copyright (C) 2000-2004 Jason Hunter & Brett McLaughlin. All rights reserved.

Source: http://www.jdom.org/downloads/source.html

Download: http://www.jdom.org/downloads/index.html

License: <install directory>/licenses/jdom/LICENSE.txt
(http://www.jdom.org/docs/fag.html#a0030)

JRE 1.6.0.35 (http://java.sun.com/products/archive/j2se/6u35/index.html) Copyright © 2006, 2010, Oracle
and/or its affiliates. All rights reserved.

Download: http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloads-
javase6-419409.html#jre-6u35-oth-JPR

License: http://www.oracle.com/technetwork/java/javase/terms/license/index.html
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ODF Converter (http://katana.oooninja.com/w/odf-converter-integrator) Copyright (c) 2006, Clever Age. All
rights reserved.

Download: http://katana.oooninja.com/f/software/odf-converter-integrator-0.2.3-1.i386.rpm

License: BSD-like license (<install directory>/licenses/OdfConverter/license.txt)
Implementation/Integration: This open source product has not been recompiled and a call to binary file
(OdfConverter) is directly made from the code, keeping the binaries totally separate from the Prizm Source
Code.

OpenOffice.org Portable (http://portableapps.com/apps/office/openoffice_portable) Copyright 2002,2008
Sun Microsystems, Inc. Download:
http://sourceforge.net/projects/portableapps/files/OpenOffice.org%20Portable/OpenOffice.org%20Portable
%203.0/OpenOffice.org_Portable_3.0_en-us.paf.exe/download License (LGPL v3): <install
directory>\licenses\OpenOfficePortable\license.txt

Implementation/Integration: This open source product has not been recompiled and a call to binary file is
directly made from the code, keeping the binaries totally separate from the Prizm Source Code.

LibreOffice Portable (http://PortableApps.com/LibreOfficePortable)

Publisher: The Document Foundation & PortableApps.com (John T. Haller)

License: LibreOffice is licensed under the GNU Lesser General Public License (LGPLv3).

Source PortableApps.com Launcher:
http://portableapps.com/apps/development/portableapps.com_launcher Source LibreOffice:
http://download.documentfoundation.org/libreoffice/src/ Downloads: http://portableapps.com/bouncer?
t=http%3A%2F%2Fdownload.documentfoundation.org%2Flibreoffice%2Fportable%2F4.0.1%2FLibreOfficePo
rtable_4.0.1_MultilingualAll.paf.exe

Inkscape Portable (http://portableapps.com/apps/graphics_pictures/inkscape_portable)

Publisher: PortableApps.com (Chris Morgan) and the Inkscape team

License: Inkscape is licensed under GNU General Public License version 2.0 (GPLv2)

Source PortableApps.com Launcher:
http://portableapps.com/apps/development/portableapps.com_launcher

Source Inkscape: http://sourceforge.net/projects/inkscape/files/

Downloads:
http://portableapps.com/bouncer?t=http%3A%2F%2Fdownloads.sourceforge.net%2Finkscape%2FInkscapeP
ortable_0.48.4-1.paf.exe

Implementation/Integration: This open source product has not been recompiled and a call to binary file is
directly made from the code, keeping the binaries totally separate from the Prizm Source Code.

String Search (http://johannburkard.de/software/stringsearch/)
StringSearch - high-performance pattern matching algorithms in Java
Copyright (c) 2003-2010 Johann Burkard

Download: http://johannburkard.de/software/stringsearch/

License: http://johannburkard.de/software/stringsearch/copying.txt

The Legion of the Bouncy Castle

Copyright (c) 2000-2009 The Legion Of The Bouncy Castle (http://www.bouncycastle.org)
Download: http://bouncycastle.org/latest_releases.html

License: http://www.bouncycastle.org/licence.html
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JTNEF (http://www.freeutils.net/source/jtnef/)

The JTNEF package used in this product is copyright (c) 2003-2010 by Amichai Rothman.

JavaBeans Activation Framework (http://www.oracle.com/technetwork/java/javase/downloads/index-
135046.html)

Download: http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloads-
java-plat-419418.html#jaf-1.1-fr-oth-JPR

License: http://download.oracle.com/otn-pub/java/licenses/jaf-1.1-mrel-spec-oth-JPR_license_1.html

SWF Tools (http://www.swftools.org)

Source: <install directory>/src/SWFTools/0.9.0/

Source: <install directory>/src/SWFTools/0.9.1/

License (GPL v2): <install directory>/licenses/SWF Tools/COPYING

Implementation/Integration: This open source product has not been recompiled and a call to binary file is
directly made from the code, keeping the binaries totally separate from the Prizm Source Code.

Tanuki Java Service Wrapper (http://www.tanukisoftware.com) Copyright (C) 1999, 2010 Tanuki Software, Ltd.
All rights reserved.
The Software Program includes software and documentation components developed in part by Silver Egg
Technology, Inc.("SET") prior to 2001 and released under the following license.

Copyright (c) 2001 Silver Egg Technology

Permission is hereby granted, free of charge, to any person  obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without  restriction, including
without limitation the rights to use,  copy, modify, merge, publish, distribute, sub-license, and/or  sell
copies of the Software, and to permit persons to whom the  Software is furnished to do so, subject to the
following  conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

The Linux Server component of the Program also uses the following software, installed separately:
ImageMagick (http://www.imagemagick.org)
OpenOffice.org (http://www.openoffice.org/)

Third Party Notices — Client. The following third party software may be used or distributed in the client
components included with the Program:

GraphicsUtil (http://www.dncompute.com/blog/2008/07/17/graphicsutil-a-utility-class-for-drawing-
arrows.html) Copyright (c) 2008 Noel Billig (www.dncompute.com)

Download: http://www.dncompute.com/blog/2008/07/17/graphicsutil-a-utility-class-for-drawing-
arrows.html License: MIT (in source)

URL Validator (http://ctrloptcmd.com/archives/587/actionscript-3-url-validator-class/) Copyright 2009 Martin
Jacobsen

Download: http://ctrloptcmd.com/as3/URLValidator.as

License: (in source)

jQuery (http://jquery.org/)
Copyright (c) 2011 John Resig
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Download: http://docs.jquery.com/Downloading_jQuery License: http://jquery.org/license/

Lazy Load - jQuery plugin for lazy loading images (http://www.appelsiini.net/projects/lazyload)
Copyright (c) 2007-2009 Mika Tuupola

Download: http://www.appelsiini.net/projects/lazyload

License: http://www.opensource.org/licenses/mit-license.php

jQuery.ScrollTo (http://plugins.jquery.com/project/ScrollTo)
Copyright (c) 2007-2009 Ariel Flesler

Download: http://plugins.jquery.com/node/635/release
License: MIT (in source)

ScrollView - jQuery plugin (http://code.google.com/p/jquery-scrollview/)
Copyright (c) 2009 Toshimitsu Takahashi

Download: http://code.google.com/p/jquery-
scrollview/downloads/detail?name=jquery.scrollview.js&can=28q=
License: http://www.opensource.org/licenses/mit-license.php

Viewport - jQuery selectors for finding elements in viewport (http://www.appelsiini.net/projects/viewport)
Copyright (c) 2008-2009 Mika Tuupola

Download: http://www.appelsiini.net/projects/viewport

License: http://www.opensource.org/licenses/mit-license.php

transform: A jQuery cssHooks adding cross-browser 2d transform capabilities to $.fn.css() and $.fn.animate()
(https://github.com/louisremi/jquery.transform.js)

Copyright 2011 @louis_remi

Download: https://github.com/louisremi/jquery.transform.js

License: MIT (https://github.com/louisremi/jquery.transform.js)

jQuery UI (http://jqueryui.com/)

Copyright (c) 2011 Paul Bakaus

Download: http://jqueryui.com/download

License: http://jquery-ui.googlecode.com/svn/tags/latest/MIT-LICENSE.txt

jgquery.waitforimages (http://alexanderdickson.com/blog/2011/02/a-new-jquery-plugin-2/)
Copyright (c) 2011 Alex Dickson

Download: https://github.com/alexanderdickson/waitForImages

License: https://github.com/alexanderdickson/waitForImages/blob/master/README.md

jQuery Context Menu Plugin (http://abeautifulsite.net/blog/2008/09/jquery-context-menu-plugin/)
Copyright A Beautiful Site, LLC
Download: http://abeautifulsite.net/blog/2008/09/jquery-context-menu-plugin/ License: MIT (in source)

jgprint (http://plugins.jquery.com/project/jgPrint)

Provided by Eros Fratini - eros@recoding.it

Download: http://plugins.jquery.com/node/8069/release
License: http://www.opensource.org/licenses/mit-license.php
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jQuery Patch (http://www.zachstronaut.com/posts/2009/08/07/jquery-animate-css-rotate-scale.html)
2009-2010 Zachary Johnson www.zachstronaut.com

Download: https://github.com/zachstronaut/jquery-animate-css-rotate-scale/

License: MIT (https://github.com/zachstronaut/jquery-animate-css-rotate-scale/blob/master/README)

Third Party Notices — Other. The following third party software may be used or distributed in the sample
code included with the Program:

Google Translate API for .NET (http://code.google.com/p/google-api-for-dotnet/)
Copyright (c) 2008-2009 iron9light

Download: http://code.google.com/p/google-api-for-dotnet/downloads/list
License: http://www.opensource.org/licenses/mit-license.php

Other Terms: http://code.google.com/apis/language/translate/terms.html

SWFObject (http://code.google.com/p/swfobject/)

Provided by code.google.com

Download: http://code.google.com/p/swfobject/downloads/list
License: http://www.opensource.org/licenses/mit-license.php

Windows Installer XML (Wix) toolset

Copyright (c) 2004, Outercurve Foundation

Download: http://wixtoolset.org/releases/v3.7.1015.0 License: http://opensource.org/licenses/ms-rl
as3crypto

Copyright (c) 2007 Henri Torgemane

Download: http://as3crypto.googlecode.com/files/Crypto.zip
License:http://as3crypto.googlecode.com/svn/trunk/as3crypto/LICENSE.txt

4821-4982-4268, v. 10
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2 Introduction

This section contains the following information:

e About PCC for SharePoint

e Feature Overview

e What's New in PCC for SharePoint

e PCC for SharePoint v8.2

e Supported Versions

e Contacting Accusoft Support

e Accusoft Corporation Copyrights & Trademarks

2.1 About PCC for SharePoint 2013

Y

Prizm Content Connect (PCC) for SharePoint is a
preconfigured, high-end document viewer designed to
work with the Microsoft SharePoint platform. Offering
fast, high-end document viewing without the need to
download any additional controls on an end-user
machine, Prizm Content Connect is the single viewer you
need for all of your content.

' Share and collaborate on information throughout the

enterprise by allowing your users to access almost any
document type, while ensuring information security and
control over documents and intellectual property through
built-in Digital Rights Management.

Prizm Content Connect for SharePoint's features include:

« View documents from within the search results in SharePoint

« Protect sensitive information through redaction and browser based DRM

« Do more with document collaboration

« View any document or image from your SharePoint repository in a browser window

©2014. Accusoft Corporation. All Rights Reserved.
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2.1.1 Feature Overview
PCC for SharePoint features:

View
« View documents stored in SharePoint document libraries
« View documents without downloading and opening on your device
« More than 300 document types are supported

Secure
= Built in Digital Rights Management and redaction
« Control which groups can copy, print, and save documents

Search
= Search document content while viewing

Annotate and Redact
« Mark up and annotate
« Control who can create, view, and modify annotations

2.2 What's New in PCC for SharePoint

This section highlights the new features in the latest PCC for SharePoint release and provides
links to more detailed documentation:

2.2.1 PCC for SharePoint v8.2
PCC for SharePoint v8.2 includes the following new or enhanced functionality:

HTML5 Viewer
The HTMLS viewer has replaced Flash, allowing for a wider array of device support.

Enterprise Class Architecture with PCCIS

Scale to any size deployment with best in class service architecture; Prizm Content Connect
Imaging Services provides architecture that can serve small deployments and scale to the largest
enterprise deployments.

Annotating Document Versions
Prizm annotations are created and saved per version of a document, when versioning is enabled
for a Document Library.

Redactions
The ability to perform redactions on a document and then publish the document as a new PDF.

Conversions to PDF
Convert over 300 different file types to PDF.
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DRM Enforcement
The ability to download or send a document using Ribbon and ECB actions is blocked when
DRM permissions for the user do not permit the user to save or send the document.

Using SharePoint Designer with DRM
SharePoint Designer can be used by privileged users when DRM is enabled for a web
application.

Using Windows Explorer View with DRM
Access to a Document Library by privileged users is uninhibited when DRM is enabled for a web
application.

Revamped Configuration Pages

Configuring your PCC for SharePoint installation has been never been easier with a completely
redesigned, intuitive interface that has a familiar SharePoint look and feel. It is now simple to
configure Digital Rights Management at a Site Collection, Web Application, or more granular
level. PCC for SharePoint now also includes Annotation rights management as part of the DRM
solution.

Improved Multi-Server Support

As part of the configuration improvements, global settings required to support multi-server
installs have been included and can easily be managed in the configuration interface. You are no
longer required to edit source code or configuration files to set up a multi-server environment.

2.3 Supported Versions

2.4 Contacting Accusoft Support

For information about Accusoft Support, please refer to the Software Support and Maintenance
Policy on the Accusoft web site or call Accusoft at 813-875-7575.

2.5 Accusoft Corporation Copyrights & Trademarks

©1996-2014 Accusoft Corporation. All rights reserved.

Information in this document is subject to change without notice. No part of this document may
be reproduced or transmitted in any form or by any means, electronic or mechanical, for any
purpose, without the express written permission of Accusoft® Corporation.

This manual and the software described in it are both products of the USA.

©2014. Accusoft Corporation. All Rights Reserved.
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Accusoft Corporation

4001 North Riverside Drive

Tampa, FL 33603 Sales: 813-875-7575 www.accusoft.com

Accusoft Trademarks

The following are trademarks (™) or registered marks (®) of Accusoft Corporation:

Accusoft®

Accusoft Logo™

Accusoft Logo™

Adeptol®

AlMTools™

Barcode Xpress™

CapturePro™

Digital Mark Recognition® (DMR)
FolderBots™

FormAssist™

FormDirector™

FormFix™

FormSuite™

ImageGear® for .NET
ImageGear® for .NET Compact Framework
ImageGear® for Silverlight
ImageGear® Medical
ImageGear® Professional
ImageGear®

ImageTransport MD™
ImagXpress®

ISIS® Xpress™

ISIS is a registered trademark of EMC Corporation
ISIS Xpress is a trademark of Accusoft Corporation
MICR Xpress™

NetVue™

NotateXpress™

PDF Xpress™

Pegasus®

PICTools™

PICTools™ Document

PICTools™ Fingerprint

PICTools™ Medical

PICTools™ Photo

©2014. Accusoft Corporation. All Rights Reserved.
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« PICVideo™ M-JPEG Codec

« PrintPRO™

«  Prizm®

* Prizm® Viewer

« ScanFix® Xpress™ SmartZone™

« The JPEG Wizard™

«  ThumbnailXpress™

« TwainPRO™

«  Accusoft®

« Accusoft Logo™

« Accusoft Logo™

« Adeptol®

« AlMTools™

« Barcode Xpress™

« CapturePro™

= Digital Mark Recognition® (DMR)
« FolderBots™

«  FormAssist™

« FormDirector™

«  FormFix™

« FormSuite™

« ImageGear® for .NET

« ImageGear® for .NET Compact Framework
« ImageGear® for Silverlight

* ImageGear® Medical

« ImageGear® Professional

* ImageGear®

« ImageTransport MD™

« ImagXpress®

« ISIS® Xpress™

« SIS is a registered trademark of EMC Corporation
= SIS Xpress is a trademark of Accusoft Corporation
» MICR Xpress™

= NetVue™

« NotateXpress™

= PDF Xpress™

» Pegasus®

« PICTools™

« PICTools™ Document
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« PICTools™ Fingerprint
« PICTools™ Medical
« PICTools™ Photo
« PICVideo™ M-JPEG Codec
«  PrintPRO™
+  Prizm®
*  Prizm® Viewer
« ScanFix® Xpress™ SmartZone™
« The JPEG Wizard™
o ThumbnailXpress™
o TwainPRO™

Accusoft Corporation and/or its agents use these marks and brand names in connection with its
goods and/or services, in the United States and other countries.

Microsoft, Internet Explorer, Microsoft.NET, Silverlight, Visual Basic, Visual Studio, and Visual
Studio.NET are either registered trademarks or trademarks of Microsoft Corporation in the
United States and/or other countries.

Itanium is a registered trademark of Intel Corporation in the United States and other countries.

All other product and brand names are the property of their respective owners.

©2014. Accusoft Corporation. All Rights Reserved.
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3 Features, Components &
Architecture

The overview section is a summary of the features and components of PCC for SharePoint and
how they interact.

3.1 Feature Overview

Prizm Content Connect for SharePoint offers three major feature sets out of the box: document
viewing, Digital Rights Management (DRM), and document annotation.

Document viewing is a feature set that permits an end user to view documents which are
stored in SharePoint, without having to download the original document. Documents are viewed
directly in the user’s web browser. Furthermore, document viewing does not require the end
user to download and install any additional software on their device.

Congratulations

You have successfully installed

Prizm Content Connect

PRTTR TP TR R R gy

Digital rights management (DRM) is a feature set that builds on top of document viewing.
With DRM, a user can view a document in their web browser, but the user will be limited (based
on their permissions) in their ability to copy, save, or print the content of the document.

©2014. Accusoft Corporation. All Rights Reserved.
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Document annotation is another feature that builds on top of document viewing. With
document annotation, a user can create and save annotations on any viewable document. These
annotations can later be viewed by other users.

3.2 Product Architecture Overview

Prizm Content Connect (PCC) for SharePoint is made of two high level components. These two
high level components together provide all of the functionality that is required for document
viewing, Digital Rights Management, and other functionality of PCC for SharePoint. Both
components must be installed and configured for a proper functioning deployment of PCC for
SharePoint.

The figure below shows how the Prizm Content Connect for SharePoint product is made of two
high level components, PCC for SharePoint Integration and Prizm Content Connect:

Prizm Content Connect for SharePoint

‘PCE for SharePoint

Integration Prizm Content Conniect

Prizm Content Connect

Prizm Content Connect is a standalone product that exposes a set of web services, these web
services are referred to as the Prizm Content Connect Imaging Services (or just PCCIS). Prizm
Content Connect must be installed within your organization as part of the PCC for SharePoint
installation. PCCIS performs document conversion.

PCC for SharePoint Integration

The PCC for SharePoint Integration is a farm solution for SharePoint 2013, which provides
functionality that modifies SharePoint to permit document viewing, rights management,
configuration, and document annotation. PCC for SharePoint Integration utilizes PCCIS for
document conversion.

Prizm Content Connect for SharePoint Installers and Downloads

Prizm Content Connect for SharePoint is packaged and delivered to you as a solution package
(Accusoft.Pcc.SharePoint.wsp) file. This solution package is used to install and deploy PCC for
SharePoint Integration to your SharePoint 2013 farm.

©2014. Accusoft Corporation. All Rights Reserved.
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3.3 Document Viewing Overview

The document viewing feature set in PCC for SharePoint offers the end user the ability to view
documents that are stored in SharePoint document libraries. Documents are viewed in the user’s
web browser, which means that the end user does not need to download the original document
or have a client application on their device that can open the document for viewing.

For example, a Microsoft Word document is viewed in the web browser:

b b

Congratulations

You have successfully installed

Prizm Content Connect

3.3.1 Integrating Document Viewing

The document viewing feature set in PCC for SharePoint offers the end user the ability to view documents
that are stored in SharePoint document libraries. Documents are viewed in the user’'s web browser, which
means that the end user does not need to download the original document or have a client application
on their device that can open the document for viewing.

There are several different ways that document viewing can be integrated into SharePoint.

Previewer
The simplest, least-invasive means of viewing a document is through adding a Preview column to a
document library. This column presents the user with a link to view the document in a pop up without

leaving the page.

Example 1
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The figure below shows a document library with a preview column added (the right most column). For

each row, the "View" link will open the document in a pop

D Name v

[ house_plan «ss  January 31

@S Viewing Sample % «=» Wednesday at 5:56 PM
B keys ..« Yesterday at 10:34 AM
@% Some new docment ..« Wednesday at 4:14 PM

The View Button

The view button is new functionality with Sharepoint2013, embedded in the ribbon and allows you to
view the document in a new tab. It can be easier to use than the Previewer for users running PCC on a

tablet.

Example 2

up for viewing:

W Neil Barkhina
@ Neil Barkhina
B Neil Barkhina

W Neil Barkhina

View
View
View

View

The figure below shows how to activate the View button. First select a document and click on View:

howse_plan

. B8'1 Viewing Semple u

i o

Some new docmert

Example 3
The figure below shows viewing a document in a new tab:

©2014. Accusoft Corporation. All Rights Reserved.
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Py Eabond Cumed

Redirector

The Redirector is a component of the Digital Rights Management feature set. The redirector
intercepts a direct request for a document and redirects the web browser to a page in the web
tier for viewing the document.

For more information about the Redirector see the DRM Components & Architecture Overview
section.

3.3.2 Web Tier

The core component of document viewing in PCC for SharePoint is the web tier. The web tier is
composed of a web page, several web services, and a viewer. ViewDocument.aspx is a
SharePoint Application page that displays a specified document using the PCC Flash viewer. This
page is used in all document viewing; it is used by the Previewer, Redirector, and custom
integrations. The web services of the web tier support ViewDocument.aspx and the Flash viewer.
These web services are not intended to be called directly in any custom integrations.

Web Tier Public API

The web tier’s public API permits viewing documents. The public API consists of a single
member, which is the ViewDocument.aspx page. For more information, see the section on
Calling the API Directly.

PCC HTMLS Viewer

The PCC HTMLS viewer is a document viewer. This component of the web tier renders
documents for viewing in the end user’s browser. In addition to viewing, the HMTL5 viewer
permits document navigation, text searching, thumbnail views, saving, printing, text selection,
annotations, and redaction among other things.

©2014. Accusoft Corporation. All Rights Reserved.
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The HTML5 viewer requires a SVG or PNG encoded rendition of a document. It requests this
rendition by calling into the web services of the web tier. The HTML5 viewer can render vector or
raster content that is contained in the SVG or PNG encoded document.

3.3.3 Tempcache

The tempcache is a directory that is used for sharing files between the PCC for SharePoint
Integration and the Prizm Content Connect Services. Files in the tempcache are written and
modified by both the web tier and PCCIS.

A correctly configured tempcache is critical to proper functioning of document viewing and
security of the PCC for SharePoint deployment. The integrator should take proper care to ensure
that permissions of the tempcache folder are set to permit read and write by the web tier and
PCCIS, and also to ensure that permissions are set to prevent unauthorized access.

3.3.4 Prizm Content Connect Services

Prizm Content Connect services are a critical part of document viewing. As discussed in the
section Product Architecture Overview, Prizm Content Connect services are part of Prizm
Content Connect, which is a standalone product that is installed separate from the PCC for
SharePoint Integration. Prizm Content Connect Services include the ProxyServer (on port 18680
by default) and Prizm Content Connect Imaging Services (PCCIS on port 18681 by default).

3.3.5 Architecture Diagram

The example below shows at a high level how the components interact to implement document
viewing functionality:

SharePoint

Previewer Web Tier PCC Services

Custom Integration
Code

Tempcache
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3.4 Digital Rights Management Overview

The Digital Rights Management (DRM) feature set in PCC for SharePoint builds on top of
document viewing and restricts an end user’s ability to duplicate the content of a document.
Through DRM, the SharePoint administrator controls what permissions a user has when viewing
a document. This includes specifying whether a user can print a document, save a document, or
copy contents of a document.

The following example shows two viewers side-by-side:

= The left viewer is not enforcing any DRM permissions and the right viewer is enforcing
DRM permissions.
« The right viewer is missing the save, print, and select text (copy) button in the menu bar.

‘o

Congratulations Congratulations

You have successfully installed

You have successfully installed Prizm Content Connect

Prizm Content Connect

Page 1 of Document

Page 1 of Document

DRM in PCC for SharePoint can only enforce these permissions when viewing the document in
the PCC viewer. DRM cannot enforce rights management permissions if a user has a copy of the
original document on their computer. Therefore it is imperative for the SharePoint administrator
to configure the SharePoint document library or site to prevent the end user from downloading
the original document, and instead, only allow the user to open the document for viewing in the
PCC viewer.

3.4.1 The Redirector

PCC for SharePoint offers a component to help the administrator prevent users from
downloading the original document. This component is called the HttpRedirector, or just the
“Redirector”. When installed for a SharePoint web application, the Redirector will intercept
requests for rights managed documents and redirect the request to an application page that
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permits the end user to view the document in the PCC viewer. This page, or specifically the
viewer within this page, will enforce the DRM permissions that the user is granted for the
document.

Redirection of a request for a document is demonstrated in the examples below:

Example 1
The browser will send the request to get this document:

http://testPCC/AccusoftPCC/Shared%20Documents/2-%20MS%200ffice%20Documents/Sample.doc

Example 2
The request from Example 1 (above) was redirected by the Redirector to the URL as shown in
this browser:

http://TestPCC/AccusoftPCC/_layouts/15/Accusoft/Prizm/ViewDocument.aspx?documentldentifier=http%3a
%2f%2fwin-pcr64lqgorc%2fsites%2fAccusoftPCC%2fShared + Documents%2f2-
+MS+Office+Documents%2fSample.doc

The Redirector is an HTTP Module, which is installed to each web application when the Prizm
Digital Rights Management web application feature is activated. During the activation of this
feature, changes are made to the web application’s web.config file, which installs the Redirector
for the web application. Upon deactivation of the Prizm Digital Rights Management web
application feature, the Redirector is un-installed for the web application.

Example 3

When the Prizm Digital Rights Management web application feature is activated, requests for
resources are monitored by the HttpRedirector. If the redirector sees a request for a DRM
protected resource, then it redirects the request to a page for viewing the resource:

SharePoint Web Application
ApP HTTP Modules

v Resource Request

4

Client/Browser
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3.5 Configuration Overview

Prizm Content Connect for SharePoint has two types of configurable settings. These settings
either fall under the category of end user permissions or global settings. End user permissions
include Digital Rights Management permissions and annotations permissions. Global settings
control the interaction of behind the scenes components that implement document viewing.

Configuration of End User Permissions
There are three important characteristics of end user permissions that effect configuration:

End user permissions are hierarchical - They can be set at the SharePoint site level and they will
apply throughout the site. However, these settings can be overridden at the document library
level, permitting a different configuration and behavior of DRM and annotations for individual
document libraries.

End user permissions are applied to groups — They can be set for each SharePoint group. This
allows different groups to have different permissions for various actions. For example, a
moderator group may have permissions to save or copy documents, but a view-only group
would not have permissions to save, copy, or print documents.

End user permissions can me modified by a user with the Manage Lists base permission — An
end user that has the Manage Lists base permission will be able to modify end user permissions.
User's with this base permission are typically site owners and designers. There may be a scenario
where a user has the Manage List permission for a specific document library, but not for a site.
In this case, the user will be able to set end user permissions for the document library but not
the site.

What are the Configurable Permissions?
Some of the configurable permissions relate to Digital Rights Management and others relate to
annotations. The configurable permissions are described below.

Digital Rights Management Permissions

Enable DRM
The ability to save or send a document. A save button is included in the toolbar of the PCC
Viewer.

There are SharePoint ribbon buttons and ECB menu items for downloading a copy of a
document, sending the document to another location, or creating a document workspace. If
DRM is enabled for a user, the DRM redirector will block the user from accessing the SharePoint
functionality (a SharePoint error page will display).
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Copy

The ability to copy document content. A copy button is included in the toolbar of the PCC
Viewer.Print
The ability to print a document. A print button is included in the toolbar of the PCC Viewer.

Annotation Permissions

Save/Load

The ability to load and save annotations or redactions. When a user opens a version of a
document, any annotations saved for that version (of the document) are loaded when the
document loads in the PCC Viewer.

The annotations are saved and are associated with the version of the document currently being
viewed.

Annotations
The ability to access the annotation toolbar:

The PCC Viewer annotations toolbar will be accessible if the user has Annotation permission.

Redactions
The ability to access the redaction toolbar.

How are Permissions Configured?
Permissions are controlled through two nearly identical SharePoint application pages.

The first application page is the Prizm Site Permissions page. This page permits configuration of
DRM and annotations permissions, which apply throughout the site.

Example 1

The Prizm Site Permissions page:

Growap cew DEM Pecivinssres Aveination Forribison -
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The second application page is the Prizm Library Permissions page. This page permits
configuration of DRM and annotations permissions that apply to a specific document library.
Setting permissions with the Prizm Library Permissions page will override permissions for the
document library, which were inherited from the site.

Example 2

The Prizm Library Permissions page:

Group oRM DRM Permissions Annotations Permissans

Configuration of Global Settings

Global settings apply to PCC for SharePoint throughout the entire SharePoint farm. These
settings affect how the behind the scenes components work together to implement document
viewing. Global settings include the hostname and port of the PCC legacy services and PCCIS
services, and the location of the tempcache folder.

Configuration of these setting can be done by a farm administrator using the Prizm Global
Configuration page. This is an admin page that is deployed to SharePoint Central
Administration.

Example - Global Configuration

The Prizm Global Configuration page:

) Prizn
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4 Upgrading from Previous
Versions

Note that previous versions of Prizm Content Connect for SharePoint supported SharePoint
2010 and below while PCC v8.x is for SharePoint 2013; as such there are no direct upgrade
utilities as the entire farm needs to migrate. Please contact Accusoft’s Sales Department using
sales@accusoft.com if you would like to facilitate the migration of previous annotations from a
legacy version of PCC for SharePoint.
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5 Installation Guide

When Installing Prizm Content Connect on a Separate

Server from SharePoint:

¢  Minimum 2GB RAM (Recommended 4GB+ RAM)

e 450 MB of free disk space Operating System:

e Windows Server 2003 R2 (32-bit & 64-bit) Windows Server 2008 (32-bit & 64-bit)
e Windows Server 2008 R2 (32-bit & 64-bit)

e Windows Vista (32-bit & 64-bit) Windows 7 (32-bit & 64-bit)

e Single-Server Topology

e When installing Prizm Content Connect on the same server as SharePoint:

e 450 MB of free disk space

Prizm Content Connect places no other additional requirements on top of the SharePoint 2013
requirements.

PCC for SharePoint Integration

When deploying the PCC for SharePoint Integration to a SharePoint Farm, the primary
requirement for installation is the presence of a supported SharePoint installation. All of the
other requirements in this section come from SharePoint:

« SharePoint

o SharePoint Foundation 2013 with Service Pack 1

o SharePoint Server 2013 (Standard or Enterprise)

o SharePoint Server 2013 (Standard or Enterprise) with Service Pack 1
«  Web Server

o IIS7 and above

o SharePoint Web Applications running in the Integrated Pipeline Mode
« Operating System

o Windows Server 2008 with SP2 64-bit

o Windows Server 2008 R2 64-bit

o Windows Server 2008 R2 with SP1 64-bit

o Windows Server 2012
« Hardware

o 8GB ram for medium size production system Client
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The following requirements permit PCC for SharePoint to function correctly for the end user:

Note that your use of various features of SharePoint may further restrict the list of supported
browsers.

Browser Compatibility:

« Internet Explorer 8, 9, 10
» Chrome 24+
» Firefox 18+

5.2 Required Permissions
Users who install, configure, and manage the PCC for SharePoint product will need different

permissions to perform various actions. Below is a list of actions that can be performed and the
permissions required to perform each action.

Installing using PowerShell
Installation of PCC for SharePoint using PowerShell requires:

= User is a farm administrator.
= User is an administrator on the local machine.
= Useris a shell administrator. See Microsoft documentation for Add-SPShellAdmin.

Configuring Global Settings
Through Central Administration you can configure global settings for PCC for SharePoint. This
includes settings such as the location of the tempcache folder. Permissions required:

s« User is a farm administrator.

Activate Prizm Digital Rights Management Feature
Through central administration you can activate and de-activate the Prizm Digital Rights
Management feature for any web application in the farm. Permissions required:

s« User is a farm administrator.

Activate Prizm Configuration Tools Feature
In the site settings of the root web of a site collection, you can activate and de-activate the
Prizm Configuration Tools feature for a site collection. Permissions required:

» User is a site collection administrator.

Control DRM and Annotation Permissions
Site and list owners (and also designers) can modify DRM and Annotations permissions.
Permissions required:
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= User has "Manage Lists” permission for a library — allows the user to override DRM and
Annotations permissions for a document library.

« User has Manage Lists” permissions for a site — allows the user to set DRM and
Annotations permissions that will be used in document libraries throughout the site.

5.3 Planning Your Install — Step 1

When planning your installation of PCC for SharePoint you will need to answer the following
questions. The answers you give will effect the route you take for installation.

What is my target server topology?
» Amlinstalling to a standalone SharePoint server?
+ AmTinstalling to a SharePoint farm that has one or more servers?
+ Do Iwant to install PCCIS on a separate server from SharePoint?

What is my preferred method of deploying SharePoint solutions and activating features?
» Do Iwant to deploy and activate using GUI tools?
» Do Iwant to deploy and activate using command line tools (PowerShell cmdlets)?

What viewing and rights management behavior do I want to implement?

« Do Iwant to enforce an additional level of rights management for my documents?

« Do Iwant to allow users to view documents, but prevent users from copying, saving, or
printing documents?

» Do I want document previewing?

= Do Iwant to provide users with a link to view a document in the browser?

+ Do Iwant to view documents that are found in search results?

+ Do Iwant to implement custom behavior for viewing my documents?

» Do Iwant to browse a document library and be able to preview documents in another
panel on the same page?

5.3.1 Your Target Server Topology

Knowing your target server topology is a key step you will need to make before beginning
installation and configuration of PCC for SharePoint. The steps you will take for installation and
configuration are different based on your server topology. In some cases you will have a choice
regarding the server topology you want, but in many cases this will be decided by your existing
SharePoint deployment.

If you are going to test PCC for SharePoint in a development or testing environment, you should
test in an environment with a similar topology.

This section contains the following information:

« Installing to a Single Server Topology
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« Installing to a Multi-Server Topology

5.3.1.1 Installing to a Single Server Topology

When installing PCC for SharePoint to a single-server topology, SharePoint 2013, Prizm Content
Connect services, and the Prizm Content Connect for SharePoint integration code will each be
installed on the same server. Instructions in the Single-Server Install Guide cover the installation
steps for all supported single-server topologies.

If the target server topology is a single-server topology, is recommended that SharePoint 2013
is installed as a standalone installation; a standalone installation of SharePoint 2013 does not
allow the addition of machines to create a SharePoint farm.

It is possible to have a single-server topology where you install SharePoint as a single-server
farm rather than as a standalone install.

However, consider whether you could be adding more than one SharePoint server to this farm in
the future. If you could be adding another SharePoint server to this farm, you should deploy as a
multi-server topology where there is one server hosting SharePoint and one server hosting
Prizm Content Connect services. Using this multi-server topology will permit the addition of
SharePoint servers to the farm without changes to PCC for SharePoint.

5.3.1.2 Installing to a Multi-Server Topology

PCC for SharePoint supports a variety of multi-server topologies as of the 7.0 release. In each of
the supported topologies, there are one or more servers hosting the SharePoint farm and there
is only one server hosting Prizm Content Connect services.

Instructions in the Multi-Server Install Guide cover the supported multi-server topologies.

In the simplest multi-server topology, SharePoint may be installed on a single server and Prizm
Content Connect services are installed on a separate server.

More complex multi-server topologies consist of a SharePoint server farm containing more than
one server. The roles of the servers in this SharePoint farm are not important for this document.
What is important is that in the multi-server topology, Prizm Content Connect services will be
installed only on one server. This single Prizm Content Connect server will serve all requests for
document conversion that come from any server in the SharePoint farm.
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Prizm Content Connect Server

Prizm Content Connect
Services

/" SharePoint Fartn
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/ SharePoint Server \

PCC for SharePoint
Integration Code
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5.3.2 Method of Deploying SharePoint Solutions
PCC for SharePoint supports deploying via a the SharePoint Adminsitrative Console.

5.3.2.1 Command Line Based Installation

The command line based install method makes use of the SharePoint 2013 Management Shell.
The installation guide for this install walks you through adding the PCC for SharePoint solution
to the solution store, deploying the solution to the farm, and activating features on web
applications and site collections.

Example

The figure below shows the first two steps of installing using PowerShell cmdlets:

©2014. Accusoft Corporation. All Rights Reserved.

48



Prizm Content Connect 8.2 for SharePoint 2013
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PS C:\Users\Administrator> Add-SPSolution C:\PathToInstallZipContent\ﬂccusoft.Pcl’
c.SharePoint.usp .

PO

Solutionld Deployed
accusoft.pcc.sharepoint.usp B48d44c6—-2h16-4893-8e8d-h4B9391fc199 False
PS C:\Users\Administrator> Install-SPSolution accusoft.pcc.sharepoint.usp —GACDe

ployment
PS C:\Users\Administrator>

5.3.2 Choosing Viewing & Rights Management Behavior

PCC for SharePoint permits implementation of several different behaviors for the end user. The
product can be used to assist in rights management for specific groups, it can allow preview of
documents in a library, it can allow viewing of documents in search results, and it can allow
custom integration of viewing documents.

In a deployment of PCC for SharePoint to a standalone SharePoint server or to a SharePoint
server farm you can configure PCC for SharePoint to offer one or more of these behaviors to the
end user. When configuring these behaviors, you can be as specific as the Document Library;
and therefore two document libraries in the same site may offer different viewing or rights
management functionality.

5.3.2.1 Digital Rights Management (DRM)

If you wish to allow end users to view documents, but you want to prevent select groups from
saving, copying, or printing documents, PCC for SharePoint can be used to implement this
behavior in a document library.

PCC for SharePoint offers an interface where you can specify permissions (rights) that you want
to give to individual groups. PCC for SharePoint will enforce these permissions when a user
views the document in the PCC viewer. Furthermore, PCC for SharePoint will prevent the user
from downloading the original document through a direct link to the document, such as
through clicking the name of the document in the Document Library. Instead of downloading
the document, the user will be redirected to view the document in the browser.
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Example 1

The figure below shows the interface that is used to configure DRM permissions:

File Edit View Favorites
SharePoint
BROWSE EDIT

& &
Edit DRM  Edit Annotations
Permissions  Permissions

Modify

Home
Documents

Site Contents

# EDIT LINKS

Example 2

Tools  Help
[l Group
] Accusoft Members
[  Accusoft Owners

Accusoft Visitors

Excel Services Viewers

Mewsfeed SkyDrive

S Neil Barkhina~ £ 2

€ SHARE Yy FOLLOW [,

Prizm Permissions for Site: Accusoft

DRM
Disabled

Disabled
Enabled

Disabled

DRM Permissions

None
Mone
Copy, Print

MNone

Annotations Permissions

MNone
Save/Load, Toolbar, Redaction
Save/Load, Toolbar, Redaction

MNone

The figures below show the viewer enforcing DRM permissions. This particular user only has
permission to print, and they do not have permissions to save the document or select and copy
content from the document:

Al

[

Vatw tan
Properties ¥

Chatlog IPS_ Gig Werks
New Microsoft Woed Document (2)

Telenk
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Sorry, something went wrong

This action has been blocked by Prizm Content Connect for SharePoint

TECHMICAL DETAILS

GO BACK TO SITE

DRM has been enabled in the above example when trying to download.

Congratulations

You have saccessfully installed

Prizm Content Connect

Page 1 of Document

Printing has been disabled with DRM enabled in the above example

5.3.3.2 Document Preview in Browser

PCC for SharePoint offers several means of in-browser viewing of documents stored in
SharePoint. The simplest, least-invasive means of viewing a document is through adding a
Preview column to a document library. This column presents the user with a link to view the
document in a lightbox without leaving the page. To add a preview column to a document
library, see the Configuring the Previewer section.

5.3.3.3 Viewing Documents in Search Results
If SharePoint search results contain a direct link to a document, then that document can be

viewed by clicking on the search result.
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Enabling viewing of search results is done indirectly, as there is no switch to specifically enable
viewing of search results. Search results can be viewed in PCC if DRM is enabled for the
document in the search result. To configure this, refer to the Configuring DRM section.

5.3.3.4 Custom Integration of Viewing with PCC

The PCC for SharePoint product can be used for viewing documents in SharePoint in additional

ways. Two suggested custom integrations are shown below, but you may find another approach
that meets your needs. To perform custom integrations, you will need to call the API directly, as
described in the Calling the API Directly section.

Creating a link that opens the document in the PCC Viewer — you can create link text that will
open any document in the PCC Viewer.

5.4 Installing PCC - Step 2

5.4.1 Evaluation Licensing
Please refer to the Prizm Content Connect help file for detailed installation instructions at
http://www.accusoft.com/manuals.htm.

5.4.1 One Time Only Configuration for PCC in a Multi-Server Farm
In this walkthrough we will configure the Prizm Content Connect Services to support document
conversion requests in a multi-server farm.

1. On the Prizm Content Connect Server, open the Prizm conf folder. Find this folder in the
installation directory of Prizm Content Connect. If you chose the default install location,
this would be C:\Prizm\conf.Open proxyserver_jar.properties for editing.

2. Modify the value of the all entries of localhost to match the host name or IP address of
this machine that you are referencing in SharePoint Central Administration.

3. Save and close proxyserver_jar.properties.

4. Open Start > Administrative Tools > Services.

5. Find and restart the Prizm service:

£}, Services (Local)

Prizm Name | Description | Status | Startup Type | Log On &s
& Print Spooler Loads files ... Started Automatic Local System

Stop the service APrizm RunPrizm ... Started Automatic PCCSP.LO...
Restart the service

‘.’,\3'; Problem Reports an... This servic... Manual Local System

) Protected Storage Provides pr... Manual Local System
Description: ‘ SRemote Access Aut.,, Createsa ... Manual Local System
Run Prizm Proxy Server Service helper ‘&) Remote Access Co... Manages di... Manual Local System
for converting documents to SWF format %"

L2:Remote Desktop C... Remote De... Started Manual Local System

GhRemote Desktop Se... Allows user.., Started Manual Network S...
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6. Configure the firewall(s) to allow incoming requests for PCCIS. By default the PCCIS
receive requests on port 18680 and 18681. You will need to open any firewalls so the
PCCIS can accept inbound requests on ports 18680 and 18681. Since instructions vary
depending on firewall implementation, you will need to determine the appropriate steps
for your firewall.

7. Test access to the PCCIS from another machine by opening

http://pcc.mydomain.com:18680

e » http://locathost: 1668 P~BC ;v@sy N !E\IAP* ol I

Js ) PCCBw

Accusoft Prizm Service 1s running.
Version: §.2.1020.8904
Copyright (c) 2013 Accusoft Corporation All rights reserved.

Solution name: Sales Engineers
License status: Licensed

JVM: 1.6.0_35 (x64-win), Sun Microsystems Inc

OS: Windows NT (unknown) (Version: 6.2, amd64)

Processor: Intel64 Family 6 Model 45 Stepping 7, Genumnelntel (arch: AMD®64, rev: 2d07,
level: 6, cores: 4)

Processors available: 4

Memory: max: 910, total: 462, free: 162 (MB)

User: language: en, country: US, timezone: America™New_York

File: encoding: Cpl1252, encoding pkg: sun io. separator: |

Server Time: Mon Feb 24 21:26:36 EST 2014

in a web browser. You should do this from a separate machine on the network, not the
PCC Server. You will need to replace “pcc.mydomain.com” with the host name or IP from
Step 3 above.
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5.5 Step 3 - Installing PCC for SharePoint

5.5.1 Single-Server Install Guide
This section will guide you through installing Prizm Content Connect for SharePoint on the same
server as a standalone SharePoint installation.

If you desire to support a multi-server SharePoint farm or if you desire to install Prizm Content
Connect on a separate server from SharePoint, please use the Multi-Server Install Guide.

5.5.1.1 Installation using PowerShell

This installation guide will provide you (an experienced SharePoint administrator) with sufficient
information to add, deploy, and activate the Prizm Content Connect for SharePoint product
using PowerShell cmdlets. After installation, you will need to follow the initial configuration
steps in the Configuration Guide.

To install PCC for SharePoint, follow these steps:

1. Download the PCCForSharePoint.zip file from Accusoft.com.

2. Save the PCCForSharePoint.zip file anywhere on the SharePoint server and extract zip file
to: C:\<path_to_install_zip_content>\

3. Open the SharePoint 2013 Management Shell:

SharePoint 2013 Products > SharePoint 2013 Management Shell
4. Add the solution to the solution store:

PowerShell Code:

# Add-SPSolution C:\<path_to_install_zip_content>\Accusoft.Pcc.SharePoint.wsp
5. Deploy the solution:

PowerShell Code:

# Install-SPSolution Accusoft.Pcc.SharePoint.wsp -GACDeployment

6. Activate the Prizm Digital Rights Management feature for one or more Web Applications
in the Farm:

PowerShell Code:

# Enable-SPFeature Accusoft.Pcc.SharePoint_DigitalRightsManagement -Url
<WebAppUrl>
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7. Activate the Prizm Configuration Tools feature for one or more site collections:
PowerShell Code:
# Enable-SPFeature Accusoft.Pcc.SharePoint_PrizmConfigurationTools -Url
<SiteCollectionUrl>

8. Give the application pool identity (or identities) permission to modify the tempcache
directory at %allusersprofile%\Accusoft\Prizm\Cache\.
9. Determine the application pool identity for each Web Application:
a. Go to Start, select Run and then enter inetmgr.
b. The Internet Information Services (IIS) Manager displays.
¢. Under the Connections explorer, expand the node for your server.
d. Select the item Application Pools.
i. In the list of application pools, select the row that corresponds to your
SharePoint Web Application. Look for the value under the Identity
column, this will give you the Application Pool Identity.
ii. Modify the permissions for the tempcache folder; give each of the
application pool identities permission to Modify the tempcache folder.
10. The location of the tempcache folder will by default be
%allusersprofile%\Accusoft\Prizm\Cache\. If you wish to modify this location, refer to the
Configuring Prizm Global Configuration section.
11. The installation process is now complete.

5.5.2 Multi-Server Install Guide
This section will guide you through installing Prizm Content Connect for SharePoint in a multi-
server farm topology.

If you desire to deploy SharePoint, PCC for SharePoint Integration, and Prizm Content Connect
to the same server, such that you only have one server total, please use the Single-Server Install
Guide.

5.5.2.1 Installation using PowerShell

This installation guide will provide you (an experienced SharePoint administrator) with sufficient
information to add, deploy, and activate the Prizm Content Connect for SharePoint product
using PowerShell cmdlets.

If you prefer to install via GUI Application, go to the Installation using GUI Application section.

To install PCC for SharePoint Integration on your SharePoint 2013 farm, installation will need to
be performed on a SharePoint web front end or application server. Log on to the SharePoint
server of your choice and perform the following steps:
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1. Download the PCCForSharePoint.zip file from Accusoft.com.
2. Save the PCCForSharePoint.zip file anywhere on the SharePoint server and extract zip file
to:

C:\<path_to_install_zip_content>\
3. Open the SharePoint 2013 Management Shell:

SharePoint 2013 Products > SharePoint 2013 Management Shell
4. Add the solution to the solution store:

PowerShell Code:

# Add-SPSolution C:\<path_to_install_zip_content>\Accusoft.Pcc.SharePoint.wsp
5. Deploy the solution:

PowerShell Code:

# Install-SPSolution Accusoft.Pcc.SharePoint.wsp -GACDeployment

6. Activate the Prizm Digital Rights Management feature for one or more Web Applications
in the Farm:

PowerShell Code:

# Enable-SPFeature Accusoft.Pcc.SharePoint_DigitalRightsManagement -Url
<WebAppUrl>

7. Activate the Prizm Configuration Tools feature for one or more site collections:
PowerShell Code:
# Enable-SPFeature Accusoft.Pcc.SharePoint_PrizmConfigurationTools -Url
<SiteCollectionUrl>

8. Give the application pool identity (or identities) permission to modify the tempcache
directory at %allusersprofile%\Accusoft\Prizm\Cache\.
9. Determine the application pool identity for each Web Application:
a. Go to Start, select Run and then enter inetmgr.
b. The Internet Information Services (IIS) Manager displays.
c. Under the Connections explorer, expand the node for your server.
d. Select the item Application Pools.
i. In the list of application pools, select the row that corresponds to your
SharePoint Web Application. Look for the value under the Identity
column, this will give you the Application Pool Identity.
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ii. Modify the permissions for the tempcache folder; give each of the
application pool identities permission to Modify the tempcache folder.
10. Perform the one-time only configuration steps for Installing PCC for SharePoint for
Multi-Servers.

5.5.2.2 One Time Only Configuration for PCC for SharePoint

To complete the installation of the PCC for SharePoint Integration you need to configure sharing
and permissions for the tempcache folder, and configure the PCC for SharePoint Integration
with the location of the Prizm Content Connect Services.

Configure the Tempcache

Configuration of the tempcache, or cache folder, permits the PCC for SharePoint Integration
code to write to and read from the folder. In a multi-server topology, Prizm Content Connect is
installed on a separate server from the servers hosting SharePoint; this server is called the Prizm
Content Connect Server. The tempcache folder is located on the Prizm Content Connect Server.

These configuration steps will share this folder as a network share and then set appropriate
share and NTFS permissions for the folder:

1. For each web application in your SharePoint farm that will use PCC for SharePoint, you
will need to know the application pool identity (user).
a. Open the SharePoint 2013 Management Shell: Start > Microsoft SharePoint 2013
Products > SharePoint 2013 Management Shell.
b. Get the web application:

PowerShell Code:

# $webApp = Get-SPWebApplication <WebAppUrl>
c. Get the application pool identity:

PowerShell Code:

# $webApp.ApplicationPool.Username

2. On the Prizm Content Connect Server, get the account the Prizm service logs on as:
a. Open the Windows Services console. From the Command Prompt enter
"services.msc".
b. In the Services console, find the account listed in the column Log On As for the
Prizm Service.

3. Share the cache folder as a network share:
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n.

On the Prizm Content Connect Server find the cache folder created by the Prizm
Content Connect installer. By default this will be at:
%allusersprofile%/Accusoft/Prizm/Cache/.

In Windows Explorer, right-click on the cache folder and select Properties.

In the Properties dialog, select the Sharing tab and then click the Advanced
Sharing button:

In the Advanced Sharing dialog, check the option to Share this folder:

Click the Permissions button:

Optionally, remove all existing users from this list:

In the Permissions dialog, add the user for the application pool identity from Step
1, above.

Give the user Change and Read permissions:

Repeat Steps 3.g. and 3.h. above for each of the application pool identities from
Step 1 above.

In the Permissions dialog, add the Log On As user for Prizm service from Step 2,
above. Also give this user permission to Read and Change.

Click OK to apply permissions and close the Permissions dialog.
Click OK to share the folder and close the Advanced Sharing dialog.

. In the Cache Properties dialog on the Sharing tab, make note of the Network

Path of the shared cache folder. In the image below, this is shown as
\\PCC\Cache:
Click Close to exit the Properties dialog.

4. Modify the security settings for the cache folder.

a.
b.
C.

In Windows Explorer, right-click on the cache folder and select properties.
In the Properties dialog, select the Security tab.
Give each application pool identity permissions to Modify this folder.
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5.6 Configure the PCC for SharePoint Integration with the Location of Prizm
Content Connect

The PCC for SharePoint Integration needs to know the location of the PCCIS and it's supporting
technologies.

Prizm Global Configuration

Search Terms Path

Use this to specify a search terms path on the PCC server to supply preloaded Search terms to
the viewer. Please see the Prizm Content Connect help file for more information on this topic at
http://www.accusoft.com/manuals.htm

Web Service Scheme

Use this to define whether your site will communicate with PCC over HTTP or HTTPS.
Hostname

The hostname setting specifies the hostname of PCCIS.

By default the value of this setting is “localhost”, which is appropriate for single-server
topologies. In other words, “localhost” is an appropriate value when PCC is installed on the same
server as SharePoint.

This setting can be set to the hostname or IP of another machine that hosts PCCIS in order to
support a multi-server topology. However, setting up a multi-server topology requires some
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additional configuration of PCC. For more information on setting up a multi-server topology, see
the Installation Guide.

This setting should not include a protocol, port number, or trailing slashes. The following

examples are invalid values for this setting: "http://localhost”, “pcc.mydomain.com/”, and
“pcc.mydomain.com:18680".

Port
The port setting specifies the port of PCCIS for handling the viewing of documents.

By default the value of this setting is “18681". In most cases this value will be appropriate.
However, in rare cases you may need to change the port of PCCIS. If you change the port of
PCCIS, then you will have to update this setting with the new port number.

Proxy Port

The port setting specifies the port of PCC's Proxy Server that handles conversion of documents
to PDF with or without redaction.

By default the value of this setting is “18680". In most cases this value will be appropriate.
However, in rare cases you may need to change the port of the Proxy Server used for
Conversions. If you change the port of Proxy Server, then you will have to update this setting
with the new port number.

Tempcache Location

The tempcache location setting specifies the location of the tempcache folder. This value must
be a fully qualified path to a directory. It supports UNC path names.

By default, the value of this setting is evaluated from “%allusersprofile%\Accusoft\Prizm\Cache".
Typically, that expression will evaluate to “C:\ProgramData\Accusoft\Prizm\Cache”, but it is
dependent on the environment variables.

The default value is appropriate for single-server topologies. In other words, the default value is
appropriate when PCC is installed on the same server as SharePoint.

To support multi-server topologies this setting can be changed to the path of a network share.
The path must be valid and point to the same shared folder for all servers in the multi-server
topology, including the PCC server.

Important! Permissions must be set correctly for the tempcache folder. If you are planning on
changing the location of the tempcache folder used by PCC for SharePoint, you must set the
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appropriate permissions for that folder in addition to setting the tempcache location as
described below.

The following permissions are required for the tempcache folder:

1. The Prizm service account must have permission to modify the tempcache folder.

2. Web application pool identities must have permission to modify the tempcache folder.

3. For a guided walkthrough of setting up a multi-server topology and the tempcache,
including setting the tempcache permissions, see the Installation Guide.

Next Steps
To continue setting up PCC for SharePoint, you will need to configure the product for viewing

the contents of a document library. You can take one of several approaches, depending on the
behavior you want to offer the end user.
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6 Administration Guide

6.1 Viewer Functionality

6.1.1 Redirecting Links to the Document

Document redirection is a function of DRM. If DRM is enabled for a user for a document, then
the user will be redirected to a page showing the document in the Prizm Content Connect
Viewer if they click on a link to the document.

If DRM is not enabled for the user for the document, then the default SharePoint behavior will
occur (such as the browser asking the user if they want to download the document). If DRM is
enabled, you can restrict viewer functionality such as printing, copying, and saving, if you want.
See the Digital Rights Management topic for more information on DRM, and see the
Configuring DRM topic for information on how to configure DRM.

6.1.2 Configuring the Previewer
The simplest, least-invasive means of viewing a document is through adding a Preview column

to a document library. This column presents the user with a link to view the document in a pop
up without leaving the page.

Example 1
The figure below shows a document library with a preview column added (the right most

column). For each row, the “View” link will open the document in a pop up for viewing:

D Name o

[ house_plan <« January 31 M Neil Barkhina View
@5 Viewing Sample % .+ Wednesday at 5:56 PM M Neil Barkhina View
@ keys ..+ Yesterday at 10:34 AM B Neil Barkhina View
@5 Some new docment ..« Wednesday at 414 PM W Nelil Barkhina View
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Example 2

The figure below shows previewing a Microsoft Word document in a pop up:

b i

Congratulations

You have successfully installed

Prizm Content Connect

6.1.2 The Viewer Option
The top bar of the viewer includes the following features:

= To zoom in and zoom out, select the plus and minus buttons: -~ and
" To print, select the printer button:

" To view other available options, select the gear button:
" To navigate through the document, select the arrows.

6.1.3 Document Annotation and Redaction
1. Click on the gear button on the top left corner of the document view to display the viewer
options.
2. Click on Annotate & Redact to mark up the document.
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Search i
View

Thumbnails

Redact

(5] -

Annotation Filename

% | | O 7
N | | =
O |Ir] | &
[
3. Once done, click on the Save button to save the annotations or redactions.
4. Use the load button || to load any annotations or redactions that were previously saved for

this document.
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6.1.4 Version History
1. Select a document and click on the version history button:

Simtag P« C X ) [§ Occermants < Al Documants #
file fde View Tavontes Tool Help

B el

s 3
L

Vernon | Coesmt i Ve
Mty L g

@ new document
Documants

AR Dacumants
Recont

| et

hocae_plan ver lamary 31 W Nadl Zarkhira

. 8! Viewng Sample » st Wodnesday st 38 FM W Nedl Sarkhira

1 e vee  Yastorcay at 10034 AM W Nasi Sarkhra

[-] Same ney docment see Wodneooay st X1SFPNM W Netl Sarkhra

2. The version history pop-up will then be displayed. Click on the timestamp document URL
to display in the PCC viewer one the previous version of the document.

Version History =

Version Number Document URL Maodified By

7.0 2/5/2014 9:14:03 PM Neil Barkhina

6.0 2/5/2014 9:07:55 PM Neil Barkhina

5.0 2/5/2014 2:31:51 PM MNeil Barkhina

4.0 2/4/2014 1:31:35 PM MNeil Barkhina

3.0 27472014 1:30:59 PM System Account

20 2/4/2014 1:30:10 PM MNeil Barkhina

1.0 27372014 8:44:19 PM System Account

You will also able to load annotations and redactions of previous versions of the document.
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6.1.5 Convert to PDF
1. To convert a document to PDF format, first select the file then click on the Convert to
PDF button:

L SR O o sp20tInen 11 ey B« O X | Ducoments - All Dacuments »
File Ede View Favertm  Toch  Hele

® new document

Cocomsots Al Document
Recent

tect

« Manumry 33 & Ned Barkhing
. Wednesdey At 556 W W nel Rekhing
Yesteesy o 1004 A B tied ki

o VNODSOMY SLATA PV B Nod Barkhine

2. A pop-up displays, requiring you to provide a name for the PDF file, and giving you the option of
showing redactions on the PDF files:.

Prizm PDF Conversion

Mame of PDF File to be generated:| 1 pdf

Show Redactions @) yes (O No

OK Cancel

3. Click OK and the new PDF file will be saved in the same document library.
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6.2 DRM Configuration Guide

Configuration of Prizm DRM requires some planning in order to adequately protect documents
from low-trust user groups while at the same time enabling high-trust user groups to use the
built-in features of SharePoint. Protection of documents using Prizm DRM means that many
built-in features of SharePoint will be disabled for the low-trust user groups. This guide will help
you understand how to properly configure the Prizm DRM and SharePoint for both the low-trust
and high-trust user groups.

6.2.1 Low-Trust & High-Trust User Groups
Low-trust user groups and high-trust user groups are terms defined by this guide, which are
used to help classify the different groups of users accessing documents in your SharePoint site.

Configuration of Prizm DRM and SharePoint permissions for a specific group depends on the
classification of the group as a low-trust user group or high-trust user group. The sections below
discuss more about each of these classifications and the permissions that should be granted to
each.

Low-Trust User Groups

Low-trust user groups are SharePoint groups for which you want to limit their ability to
duplicate contents of documents from one or more document libraries. To effectively limit the
groups' ability to duplicate contents of a document, both SharePoint permissions and Prizm
DRM need to be configured to control access to the documents.

Typically low-trust user groups will be granted a level of read-only access using SharePoint
permissions, and then the groups' access to the documents will be further restricted using Prizm
DRM permissions.

There may be some cases where a low-trust user group is granted more than read-only
permissions in SharePoint, which may include permissions to contribute, edit, or manage a list or
site. However, these scenarios should be limited as it could result in a conflicting user experience
where the group is granted permission to edit or manage a document, but Prizm DRM restricts
their ability to download or copy contents of the document.

There are some SharePoint permissions that must be denied to low-trust user groups in order to
effectively limit access to documents:

« The SharePoint base permissions 'Use Client Integration Features', and

« The 'Use Remote Interfaces' should not be granted to a low-trust user group, because
granting either of these permissions enables direct access to a document through
specific channels.
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Granting either of these permissions to a low-trust user group would allow a user to circumvent
protection offered by Prizm DRM.

High-Trust User Groups

High-trust user groups are SharePoint groups that need to have greater access to documents in
a document library or site. Furthermore, the ability to duplicate contents of a document does
not need to be controlled for these groups. As a result, Prizm DRM is not needed to limit the
access of high-trust user groups to a document.

Although DRM can typically be disabled for high-trust user groups, there is one common
scenario where DRM is enabled for high-trust user groups. In order to offer high-trust user
groups the same ability to click a link to a document and view it in the browser, DRM can be
enabled for high-trust user groups. Unlike for low-trust user groups, Prizm DRM permissions can
be used to grant the high-trust groups the ability to save the document.

The 'Use Client Integration Features' base permission must still be denied to the high-trust user
groups so that the redirection will function correctly. And it is important to note that denying
this base permission will result in loss of built-in SharePoint features for this group.

An alternative option for enabling in-browser viewing for high-trust user groups is to use the
Prizm Preview Field. Configuring this feature is described in Configuring the Previewer.

6.2.2 SharePoint Features Affected by DRM

Enabling DRM and configuring SharePoint to accurately protect documents from low-trust user
groups requires that some built-in features of SharePoint be disabled or blocked for the low-
trust user groups. Likewise, if DRM is enabled and configured for a high-trust user group, then
some SharePoint features will also be blocked for the high-trust user group.

Features Blocked by Prizm DRM

The Prizm Redirector component (part of Prizm DRM) will block some built-in features of
SharePoint. The following built-in features will be blocked for groups after properly configuring
Prizm DRM for the group:

« Direct access to document via URL

« Download a Copy button and menu item (conditionally enabled*)

=« Send To Other Location buttons (located on both the ribbon and from the ECB menu)
(conditionally enabled*)

« Create Document Workspace buttons (located on both the ribbon and from the ECB
menu) (conditionally enabled*)

= Opening files via WebDAV (conditionally enabled*)
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Features Disabled through SharePoint Permissions

When denying a group SharePoint permissions, the group will lose access to certain SharePoint
functionality. The SharePoint base permissions 'Use Client Integration Features' and 'Use Remote
Interfaces' will need to be denied to low-trust user groups. If enabling DRM for high-trust user
groups, then 'Use Client Integration Features' will need to be denied.

The following list shows notable built-in SharePoint features that will be disabled for users when
a base permission is denied:

Use Client Integration Features Base Permission
Notable built-in features that will be disabled:

= Opening a document in a client application
+ 'Upload Multiple Documents' ribbon button
« 'Open with Explorer' ribbon button

Use Remote Interfaces Base Permission
= Notable built-in features that will be disabled:
«  SOAP protocol
«  WebDAV protocol
« Use of the Client Object Model
« SharePoint Designer

6.2.3 DRM Configuration Walkthrough

This section presents a walkthrough to configure Prizm DRM and SharePoint permissions for
high-trust and low-trust user groups. The walkthrough results in a simple yet secure DRM
configuration. For some readers, this may be sufficient to support the needs of your SharePoint
deployment and organization. For other readers, the walkthrough will just be a learning
experience and your implementation will need to be more detailed to meet the complex needs
of your SharePoint deployment and organization.

6.2.3.1 Working with Client Integration Features

Disable Client Integration Features for Low-Trust User Groups

For low-trust user groups, or other groups for which DRM will be enabled, client integration
features will need to be disabled per group, as described in the sections Creating a Limited
Permission Level to Assign to Low-Trust User Groups and Assigning a Limited Permission Level
to Low-Trust User Groups. We disable Client Integration for low-trust user groups because Client
Integration interferes with the functioning of the Prizm DRM Redirector, causing a dialog to
display before redirection and causing some file types to not be redirected.
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6.2.3.2 Creating a Limited Permission Level to Assign to Low-Trust User Groups
Some SharePoint permissions need to be disabled for low-trust groups in order to enforce DRM
settings. This concept is explained more in the sections Low-Trust & High-Trust User Groups and
SharePoint Features Affected by DRM.

The steps below walk through the process of creating a new permission level with limited
permissions which will later be used to assign permissions to a low-trust group.

To create this permission level, we will copy the built-in Read permission level in SharePoint and
then remove the 'Use Remote Interfaces' and 'Use Client Integration Features' base permissions
from this permission level.

It is not required to copy the Read permission level. What is important is:

e To deny the Use Remote Interfaces and Use Client Integration Features base
permissions, and

e To choose the appropriate level of permissions for browsing, viewing, contributing, and
managing

The Permission Level
To set up the DRM on a SharePoint 2013 site, you will first need to create a new permission
level. In order to do so, execute the following actions:

1. Click on the gear wheel located at the top right corner of the page. Then Click on Site
Settings.

Il\eil Barkhina~ £

PR .

t  Shared with...
Add a page
Add an app

Site contents

Change the look

Site settings

Getting started

>> Once on the site Settings page, click on Site permissions, under “User and Permissions”:
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IS

E:) Site Settings

o features

gaite 3¢ spmnigts £i8p jihrarips ard figs

2. Under the tab "Permissions”, click on “Permission Levels":

File Edit Wiew Favorites Tools Help

BROWSE PERMISSIONS
| at Pemliss'on Levels
9 ®

&Y q [7 Site Collection Administrators
Grant Create Edit User Remove User Check
Permissions Group  Permissions Permissions  Permissions

Grant Modify Check Manage
Home /N Some content on this site has different permissions fr
Documents
Site Contents ] Mame Type
] Accusoft Members SharePol
# EDIT LINKS Group
[ Accusoft Owners SharePo
Group
] Accusoft Visitors SharePo
Group
= Excel Services Viewers SharePo
Groun

3. Finally, click on “Add a Permission Levels":
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’

Permissions « Permission Levels a

4. We are going to name the permission Level PCC Viewer.
5. Under List Permissions, make sure to check View Items, Open Items, View Version, Create
Alerts and View Application Pages:

List Permissions
[C] manage Lists - Create and delete lists, add or remove columns in a list, and add or remaove public views of a list.

72

[C] override List Behaviors - Discard or check in a document which is checked out to another user, and change or override settings which allow users to

read/edit only their own items
[C] add Ttems - Add items to lists and add documents to document libraries.
[T edit items - Edit items in lists, edit documents in document libraries, and customize Web Part Pages in document libraries.
[F] Delete tems - Delete items from a list and documents from a document library.
View Items - View items in lists and documents in document libraries.
[C] approve Items - Approve a minor version of a list item or document.
Open Items - View the source of documents with server-side file handlers.
View Versions - View past versions of a list item or document.
[C] Delete Versions - Delete past versions of a list item or document.
Create Alerts - Create alerts.

View Application Pages - View forms, views, and application pages. Enumerate lists.

6. Under Site Permissions, make sure to check View Pages, Browse User Information, Open
and most important, make sure Use Remote Interfaces and Use Client Integration Features
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are disabled.

~

<

| Manage Wob

Site Permissions

! Manage Perminsiors - Creste and changs permizsion levels on the Web ste and assign permssions 40 users and groups

View Web Ansiytics Data < View repons on Web site usage

Create Subsites - Create subutes such 25 team sites. Meeting Werkspoce stes, and Document Workspace ntes

e - Grants the sbdity 10 perform 2il admrvstration tasks for the Web site 21 weel 21 mamage coment.

Acd ara

stomae Pages - Add crange, or delete HTML pages or Web Fart Pages, and et the Web cte vang 3 Mioosolt SharePart Foundation
compatide sftor

Apply Themes and Borders - Apply 3 theme or borders to the entire Weh site
Appiy Styfe Sheets - Apply a style sheet (C55 file) to the Web site
Create Groups - Cregte = group of users that can be wsed anywhees within the sie collsction

Srowse Dueclonas - Enumerate fies and folders in 3 Web site wing Sharei'oint Designer and Web DAV interface

Use Sef-Senace Ste Creation - Treate a Web ite uning Sef-Seroce Site Creatian
View Paged - View pages 0 3 Web e
Enumansts Permusont - Enumanate permesuions on the Web uta, dst, fodder, cocumant, or list item

Srowse Uter Information - ‘Aew information about czers of the Web ste

Manaoe ARs - Manage alens 30r 30 wsers of the Wl

Use Ramote Interfaces = Lise SOAP, Web DAY, the Cient Otject Modsl or Share@ount D

WONaT WRTAcos 10 access the Web sita

Us# Chent Indegration Featies - Use features whaoh launch cient applications. Without this permission. users will Fuve b wiek on documents locally and

uplaad thes changes.
Open - Allows users to open a Web site, fist. or folder in order to access e inzide that container

£t Personal Usar Indormaton Afows 3 user to change hi ar hac owen wser informanan. such as SACHNG 3 puTure

7. Now assign that new Permission Level to a group in SharePoint. Go back to the
Permissions page and select the group. Click on Edit User Permissions, from the ribbon:

File

Edit View Favorites Tools Help

BROWSE PERMISSIONS

&% Permission Levels

o | of [

» N

o | &y as= Q [7% site Collection Administrators

Create Edit User Remave User Check

rnmi;liu.u Group | Permissions Permissions = Permissions

Grant Medify Check Manage
Home /I\ Some content on this site has different permissions from what
Documents
Site Contents Name
Accusoft Members
# EDIT LNKS

Accusoft Owners

Accusoft Visitors

Excel Services Viewers
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8. Select the new Permission Level; PCC Viewer, and click OK:

9.

Flle t3¢ Vew Fovontes Teol Help

S , . s O i i
.> Permissions + Edit Permissions

The Permission Level is updated for that group:

& Some content on this site has different permissions from what you see here. Show these items.

D Mame ype Permission Levels
I} Accusoft Members SharePoint Group Edit

= Accusoft Owners SharePoint Group Full Control

= Accusoft Visitors SharePoint Group PCC Viewer

= Excel Services Viewers SharePoint Group View Only

6.2.3.4 Enabling the DRM Redirector for a Web Application
Enabling the Prizm Digital Rights Management (DRM) feature for the web application will
activate components that enforce DRM on document libraries in the web application.

To enable the DRM Redirector for a Web Application, follow these steps:

1.
2.
3.

In SharePoint Central Administration, click on Application Management.

Under Web Applications, click on Manage web applications.

Click on the Web Application you want to enable Prizm Digital Rights Management, then
click Manage Features. The Manage Web Application Features window displays.

Under the Prizm Digital Rights Management feature, click Activate and then click OK.
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Manage Web Application Features

Name

Apps that require accessible Intemet facing endpoints

Allow users to acquire apps that reguire internet facing
endpoints from the SharePoint Store.

Document Sets metadata synchronization

Provides the infrastructure fo synchronize metadata for
Document Sets.

Prizm Digita! Rights Management

Activating this feature enables Prizm Digital Rights
Management for all document hibranes in this Web
Apphcation. Once it is enabled, Prizm Digital Rights
Management will need to be configured using the Prizm
Configuration Tools site collection feature.

SharePoint Server Enterprise Search

Uses the Search Server Service for search over broad
enterpnrise content. In addibon to st and site scopes, provides
search over people profiles, business data, remote and custom
content sources, Uses multiple tabs to display results in the
Search Center,

SharePoint Server Site Search

Uses the Search Server Service for site and list scoped
saarches.

Activats

Deactivate

Deactivate

Dexsctivate

Active

Active

Active

Active

<

5. You have successfully enabled the DRM Redirector for your selected Web Application.

6.2.3.5 Setting DRM Permissions for Low- and High-Trust User Groups

This section walks through the process of configuring DRM permissions for Low- and HighTrust
user groups. It first offers a recommended configuration for each classification and then
provides steps to configure permissions at the individual library level or at the site level.

Recommended Configuration

Low-Trust User Groups
Enable DRM for low-trust user groups to limit their access to documents in a document library.
Optionally, grant the low-trust user groups DRM permissions to Copy or Print the document

from the viewer.
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IMPORTANT: Carefully consider when granting a low-trust user group the DRM permission for
Save/Send. This permission would allow members of the group to download the original
document.

High-Trust User Groups
Disable DRM for high-trust user groups on document libraries to allow them to use the
SharePoint features without disruption.

Configuration Steps

Two sets of configuration steps for DRM permissions are provided. The first set allows
configuration of DRM permissions that apply site-wide, which is the quickest way to apply DRM
protection to documents in all libraries of the site. The second set of instructions allows
configuration of DRM permissions at the individual library level, which includes the ability to
override the site-wide settings for a specific library.

Depending on the needs of the organization deploying DRM, DRM may only need to be
configured for individual document libraries, only site-wide, or in some cases a little of both:

e Configuring DRM for a Site
e Configuring DRM for a Document Library

6.2.3.5.1 Configuring DRM for a Site
To configure DRM for a site, follow these steps:

These site settings will apply to all document libraries in the site unless you override the settings
for a document library as described in the Configuring DRM for a Document Library section.

1. Open the site you want to configure DRM.

2. Click on Site Actions, then click Site Settings.

3. Under the Prizm Configuration heading, click on Prizm Site Permissions:

a. If the Prizm Configuration heading is not available, you will need to enable Prizm
Configuration Tools for the Site Collection.

4. The Prizm Permissions page for the site displays. The table on this page shows the DRM
permissions and annotations permissions that are currently set for each group. Select
one (or more) groups to configure for DRM and then select Edit DRM Permissions:

©2014. Accusoft Corporation. All Rights Reserved.

76



Prizm Content Connect 8.2 for SharePoint 2013 7

File Edit View Favorites Tools Help

SharePoint Newsfeed  SkyDrive
BEROWSE EDIT
F‘?’ " P'P I,

Edit DRM  Edit Annotations
Permissions  Permissions

Modify

Sites Meil Barkhina~ £ 2

€ SHARE ¥y FOLLOW [,

Annotations Permissions

Save/Load, Toolbar, Redaction

Save/Load, Toolbar, Redaction

Home Prizm Permissions for Site: Accusoft
Documents [  Group DRM DRM Permissions
: [  Accusoft Members Disabled None None
Site Contents
[  Accusoft Owners Disabled MNone
# EDIT LINKS Wl Accusoft Visitors Enabled Copy, Print
Excel Services Viewers Disabled MNone Mone

5. The Edit Prizm Site DRM Permissions window displays. Under DRM Settings, select the
desired DRM settings and permissions for the group(s). To enable DRM for the group(s)
site-wide, select Enable DRM for site option and then check Copy or Print as desired. To

disable DRM for the group(s) site-wide, select Disable DRM for site:

o The recommended starting point for low-trust users is to enable DRM and
optionally enable copy and print. The recommended starting point for high-trust

users is to disable DRM.

o If no groups are selected when you select Edit DRM Permissions, the Edit DRM
Permissions dialog will include a People Editor you can use to specify which

groups the settings apply to.

6. Click OK and your settings are saved. You will be able to view the new settings in the

DRM and DRM Permissions columns on this page.

6.2.3.5.2 Configuring DRM for a Document Library
To configure DRM for a document library, follow these steps:

When you create permission settings at the Document Library level, they will override any

permission settings created at the Site level.

1. Go to the Document Library where you want to configure DRM.
2. On the Library Tools tab, select Library.

3. Under Settings, select Prizm Library Permissions.
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a. If the Prizm Library Permissions button is not available, you will need to enable
Prizm Configuration Tools for the Site Collection.

4. The Prizm Permissions page for the document library displays. The table on this page
shows the DRM permissions and annotations permissions that are currently set for each
group. Settings inherited from the site are prefixed with "Inherited:". Select one (or more)
document libraries to configure for DRM and then select Edit DRM Permissions.

5. The Edit Prizm Document Library DRM Permissions window displays. Under DRM
Settings, select the desired DRM settings and permissions for the group(s). To enable
DRM for the group(s) for the document library, select Enable DRM for document library
and then check Copy, Print and/or Save/Send as desired. To disable DRM for the
group(s) for the document library, select Disable DRM for document library. Otherwise,
to have the library inherit settings from the site for the selected group(s), select Inherit
site settings:

« The recommended starting point for low-trust users is to enable DRM and
optionally enable copy and print. The recommended starting point for high-trust
users is to disable DRM.

« If no groups are selected when you select Edit DRM Permissions, the Edit DRM
Permissions dialog will include a People Editor you can use to specify which
groups the settings apply to.

6. Click OK and your settings are saved. You will be able to view the new settings in the
DRM Permissions column on this page:
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6.2.3.6 Adding the Previewer Column for High-Trust User Groups

Adding a Previewer column to the document library will permit high-trust users to view
documents in the browser. The Previewer column is safe for use by low-trust user groups as well,
meaning that it can be added to a view of the document library that is used by both low and
high-trust user groups.

Instructions to add the Prizm Preview column to a document library are in the Configuring the
Previewer section.

6.2.3.7 Disabling Ribbon & ECB Menu Actions

If DRM is enabled for a group, but the Save/Send permission is not granted, DRM will block the
'‘Download a Copy', 'Send To Other Location', and 'Create Document Workspace' actions
accessible through the SharePoint ribbon and ECB menu (an error page will be displayed if the
user accesses these options).

If you would like to not only block these options, but also disable the ribbon buttons and
remove the ECB menu items in a document library, you can follow the steps below. If you would
like to make this change to all document libraries in your site, you could alternatively use the
approach described at http://msdn.microsoft.com/enus/library/cc768565.aspx.

6.3 Enabling Prizm Configuration Tools for a Site Collection
To enable Prizm Configuration Tools for a site collection, follow these steps:

1. From the root web, go to Site Actions and select Site Settings.
2. Under Site Collection Administration, click on Site collection features.
3. Scroll down to Prizm Configuration Tools and click Activate.

Prizm Configuration Toois
Activatng this feature adds a custom action to aach of your document libranes and to
m the site collection. These custom actions enable the configuration of Pnzm Content Jeactivate Active
Connect and Prizm Digital Rights Management. Activating this feature also creates 3 list
where the viewer annotations are stored

The Status column displays Prizm Configuration Tools as Active.

4. You have successfully enabled Prizm Configuration Tools for a site collection.
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6.4 Configuring Annotations Permissions

This section contains the following information:

e Configuring Annotations for a Site
e Configuring Annotations for a Document Library

6.4.1 Configuring Annotations for a Site
To configure Annotations at the site level, follow these steps:

These site settings will apply to all document libraries in the site unless you override the settings
for a document library as described on the Configuring Annotations for a Document Library
page. Note that Annotation Settings will apply whether or not DRM is enabled.

1. Open the site where you want to configure Annotations.
2. Click on Site Actions, then click Site Settings.
3. Under the Prizm Configuration heading, click on Prizm Site Permissions:

If the Prizm Configuration heading is not available, you will need to enable Prizm Configuration
Tools for the Site Collection.

4. The Prizm Permissions page for the site displays. The table on this page shows the DRM
permissions and annotations permissions that are currently set for each group. Select

one (or more) groups to configure for Annotations and then select Edit Annotations
Permissions:

File Edit View Favorites Tools Help

SharePoint Newsfeed SkyDrive Sites Meil Barkhina~ £ 92
BROWSE ECIT

Edit DRM  Edit Annotations
Permissions ~ Permissions

) SHARE Yy FOuOw O

Modify

Home Prizm Permissions for Site: Accusoft
Documents ] Group DRM DRM Permissions Annotations Permissions
) [F]  Accusoft Members Disabled MNone MNone
Site Contents
[} Accusoft Owners Disabled None Save/Load, Toolbar, Redaction
& EDIT LINKS Accusoft Visitors Enabled Copy, Print Save/Load, Toolbar, Redaction
[F]  Excel Services Viewers Disabled MNone MNone

If a warning appears, see the Verifying Your Installation topic for information on how to resolve any issues.
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5. The Edit Prizm Site Annotations Permissions window displays. Under Annotations
Settings, select the desired sitewide annotations settings and permissions for the
group(s). Check Save/Load, Annotations, or Redactions as desired:

Edit Prizm Site Annotations Permissions

Groups

flew
The DRM permissions of these groups PCC View Only Group
will be modified,

Annctations Settings
Choose the annotations settings that Annotations Settings:

you want these groups to have, SavefLoad ] Annotations [ ]Redaction

0K Cancel

6. Click OK and your settings are saved. You will be able to view the new settings in the
Annotations Permissions column on this page:

6.4.2 Configuring Annotations for a Document Library
To configure Annotations for a Document Library, follow these steps:

When you create permission settings at the Document Library level, they will override any
permission settings created at the Site level.

1. Go to the Document Library where you want to configure annotations.
On the Library Tools tab, select Library.
3. Under Settings, select Prizm Library Permissions.
If the Prizm Library Permissions button is not available, you will need to enable
Prizm Configuration Tools for the Site Collection.
4. The Prizm Permissions page for the document library displays. The table on this page
shows the DRM permissions and annotations permissions that are currently set for each
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group. Settings inherited from the site are prefixed with "Inherited:" Select one (or more)
groups to configure for annotations and then select Edit Annotations Permissions.
If a warning appears, see the Verifying Your Installation topic for information on
how to resolve any issues.

5. The Edit Prizm Document Library Annotations Permissions window displays. Under
Annotations Settings, select the desired annotations settings and permissions for the
group(s). To set annotation settings for the group(s) for the document library, select
Override annotation settings for document library and then Check Save/Load,
Annotations, or Redactions as desired:

Accusoft Visitors

Annotations Settings:

as that

() Inherit site settings:
Load, Save, Annotations

(® Override annotation settings for document library

[ ] save/Load Annotations [_]Redaction

O, Cancel

Otherwise, to have the library inherit settings from the site for the selected group(s),
select Inherit site settings.

If no groups are selected when you select Edit Annotations Permissions, the Edit
Annotations Permissions dialog will include a People Editor you can use to specify
which groups the settings apply to.

6. Click OK and your settings are saved. You will be able to view the new settings in the
Annotations Permissions column on this page.
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6.5 Prizm Services Management

This section contains the following information:

e Configuring Prizm Global Configuration
e Implementing Tempcache Cleanup

6.5.1 Configuring Prizm Global Configuration

Prizm Global Configuration is an admin page that is part of PCC for SharePoint. This page is
accessed through SharePoint Central Administration and permits configuration of settings that
apply throughout the farm. These settings include the hostname and port of the PCCIS, as well
as the location of the tempcache folder.

Accessing the Prizm Global Configuration Page:

1. Open the SharePoint Central Administration site in a web browser.
2. Click Application Management.
3. Under the group Prizm Content Connect for SharePoint, click Prizm Global Configuration:

PCCIS Settings Group
The group of settings under the title PCCIS permits you to configure how PCC for SharePoint
communicates with PCCIS:
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) Prizm Global Configuration

Search Terms Path

Use this to specify a search terms path on the PCC server to supply preloaded Search terms to
the viewer. Please see the Prizm Content Connect help file for more information on this topic at
http://www.accusoft.com/manuals.htm.

Web Service Scheme

Use this to define whether your site will communicate with PCC over HTTP or HTTPS.
Hostname

The hostname setting specifies the hostname of PCCIS.

By default the value of this setting is “localhost”, which is appropriate for single-server
topologies. In other words, “localhost” is an appropriate value when PCC is installed on the same
server as SharePoint.

This setting can be set to the hostname or IP of another machine that hosts PCCIS in order to
support a multi-server topology. However, setting up a multi-server topology requires some
additional configuration of PCC. For more information on setting up a multi-server topology, see
the Installation Guide.

This setting should not include a protocol, port number, or trailing slashes. The following

examples are invalid values for this setting: "http://localhost”, “pcc.mydomain.com/”, and
“pcc.mydomain.com:18680".
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Port
The port setting specifies the port of PCCIS for handling the viewing of documents.

By default the value of this setting is “18681". In most cases this value will be appropriate.
However, in rare cases you may need to change the port of PCCIS. If you change the port of
PCCIS, then you will have to update this setting with the new port number.

Proxy Port

The port setting specifies the port of PCC's Proxy Server that handles conversion of documents
to PDF with or without redaction.

By default the value of this setting is “18680". In most cases this value will be appropriate.
However, in rare cases you may need to change the port of Proxy Server. If you change the port
of Proxy Server, then you will have to update this setting with the new port number.

Tempcache Location

The tempcache location setting specifies the location of the tempcache folder. This value must
be a fully qualified path to a directory. It supports UNC path names.

By default, the value of this setting is evaluated from “%allusersprofile%\Accusoft\Prizm\Cache".
Typically, that expression will evaluate to “C:\ProgramData\Accusoft\Prizm\Cache”, but it is
dependent on the environment variables.

The default value is appropriate for single-server topologies. In other words, the default value is
appropriate when PCC is installed on the same server as SharePoint.

To support multi-server topologies this setting can be changed to the path of a network share.
The path must be valid and point to the same shared folder for all servers in the multi-server
topology, including the PCC server.

Important! Permissions must be set correctly for the tempcache folder. If you are planning on
changing the location of the tempcache folder used by PCC for SharePoint, you must set the
appropriate permissions for that folder in addition to setting the tempcache location as
described below.

The following permissions are required for the tempcache folder:

* The Prizm service account must have permission to modify the tempcache folder.

= Web application pool identities must have permission to modify the tempcache folder.

« For a guided walkthrough of setting up a multi-server topology and the tempcache,
including setting the tempcache permissions, see the Installation Guide.
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6.5.2 Implementing Tempcache Cleanup

Introduction

Over time, the tempcache will be filled with various renditions of documents, including both the
original rendition of documents and converted renditions of documents. Both PCC for
SharePoint and PCC will write to this folder, but neither is responsible for cleaning up old files in
the folder. Tempcache cleanup is the process of maintaining the content of this folder.

Implementing tempcache cleanup requires defining a retention policy. The retention policy can
define what conditions the files are kept in the tempcache and what conditions they are
removed from the tempcache. A retention policy should balance performance, security, and
storage considerations:

« Performance considerations essentially come down to the fact that if a document
rendition is already in the tempcache, then no additional processing needs to be done to
obtain the document.

« Security considerations are based around limiting the risk of unauthorized access to the
tempcache. If files are held longer in the tempcache, then there is potentially more data
exposed on unauthorized access to the tempcache.

« Storage considerations are based on the cost to store data.

A basic tempcache cleanup policy and implementation is defined below. These may be followed
or you can choose a different implementation that better meets your needs:

Retention Policy
All documents will be removed from the tempcache after 24 hours, with a 1 hour grace period.

Cleanup Implementation

The Prizm Cache Manager tool can be used to implement the retention policy. This tool ships
and installs with Prizm Content Connect and is located in the "CacheManager" folder of the
Prizm installation directory, for example: C:\Prizm\CacheManager.

To implement the given retention policy with the Prizm Cache Manager, use the following
settings:

« Directory: <your tempcache folder>
« Extensions: *.*

« Size limit: 10 GB

« Delete files older than: 24 hours

* Run cleanup every: 1 hour
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6.6 Troubleshooting Tips

This section contains the following information:

e Verifying Your Installation
e Server Logs
e FAQs

6.6.1 Verifying Your Installation
This section outlines a few techniques for verifying the status of your installation. At this point
you should have completed one of the guides for Installing PCC for SharePoint.

Before You Begin
Before you begin to verify your installation, clear files from the tempcache folder. Clearing the
files from the tempcache folder will ensure that the full scope of product functionality is tested.

For Prizm Content Connect for SharePoint version 7.0 (and later), the default location of the
tempcache is:

«  %allusersprofile%\Accusoft\Prizm\Cache\. You can verify this is the location that your
Prizm Content Connect for SharePoint installation is using, or you can change the
location of the tempcache by following the instructions in the Configuring Prizm Global
Configuration section.

Test 1: Manual View

1. Open a Document Library in Internet Explorer. The library must contain at least one
document.

2. Login as a user that has permission to view the library.

3. Right-click on the name of the document in the Name column and select Copy shortcut
from the Context menu. This will give a fully qualified URL for the document you are
going to view.

. Open a new browser tab or window.

5. Inthe URL bar enter the following:

http://<your_SharePoint_server>/_layouts/Accusoft/Prizm/ViewDocument.aspx?docu
mentldentifier= <fully_qualified_document_URL>

For Example:

http://mysp.mydomain.com/_layouts/Accusoft/Prizm/ViewDocument.aspx?
documentldentifier=http://mysp.mydomain.com/limited/1960sPhoto.jpg

6. The file that opens should open in a full screen iteration of PCC's HTMLS5 viewer.
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If the viewer or the document does not display correctly, refer to the FAQ at
http://learn.accusoft.com/fag.html.

Test 2: Check for Notifications
1. Open a site collection in Internet Explorer.

2. Login as a site collection administrator.
3. Open Site Actions > Site Settings.
4. Under the section Site Collection Administration, click Site Collection Features.
5. Activate the feature Prizm Configuration Tools if it is not active.
6. Open Site Actions > Site Settings.
7. Under the section Prizm Configuration, click Prizm Site Permissions.
8. Look for notifications just below the ribbon.Address each notification as they may
indicate a problem that will prevent correct functionality.
6.6.4 FAQs
Question:

I've enabled DRM for a group on a document library, but when a user of that group click’s on
the document name they are not redirected and are able to download the document.

Answer:
Check that the Prizm Digital Rights Management web application feature is activated.

Question:
I've enabled the Prizm Digital Rights Management web application feature but users are still
able to download the document by clicking on the document name link.

Answer:

Check that DRM is turned on for the user group and library that you are testing with. This can be
checked by opening the Prizm Library Settings page: open this from the Library Tools > Library
Ribbon under the Settings group. From this page, you can check if DRM is turned on for the
group on the library; if it is not you will need to enable it.

For additional answers to your frequently asked questions, refer to the FAQs section on our
website at http://learn.accusoft.com/fag.html.
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